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Introduction

During recent years, we have witnessed a large diffusion of wireless devices with

sensing capabilities, especially due to the improvements in manufacturing techniques,

which have lead to the production of cost-effective and energy-efficients components.

For these reasons, there is an increasing interest for both civilian and military appli-

cations based on wireless sensing devices. Even if the first monitoring applications

were related to surveillance in military applications, nowadays a large number of

applications concern industrial or environmental monitoring in civilian scenarios.

Usually, wireless sensor networks (WSNs) are supposed to be deployed in harsh

environments, where the human intervention of external operators is difficult or, in

extreme cases, impossible. It is therefore of paramount importance that a WSN can

operate properly for a sufficiently long period of time, e.g., on the order ofmonths. On

the other side, the maximization of the lifetime should not affect largely the network

performance, which should remain above a minimum required Quality of Service

(QoS), depending on the specific application at hand. In order to properly deal with

this unavoidable trade-off, an optimization strategy must be adopted.

In this thesis, we investigate some strategies for the configuration of WSNs, all

based on the optimal tuning of key node parameters. After an accurate literature sur-

vey (Chapter 1), this thesis will be structured in the following way.

• Chapter 2 is dedicated to the description of the Zigbee standard, which is based

for the first two layers of the ISO/OSI stack on the IEEE 802.15.4 standard.

We first introduce an overall view of the standard, followed by a description of

the characteristics of the physical layer of the ISO/OSI stack. In particular, the
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main emphasis is on the Medium Access Control (MAC) layer, which regulates

the policy for the accesses to the channel. Finally, we quickly provide some

details on the network and application layers of the Zigbee standard.

• Chapter 3 introduces some analytical frameworks for the derivation of opti-

mization strategies. Three main scenarios are considered: (i) target detection

in the presence of random node deployment and duty cycles of sensing and

communication interfaces; (ii) power optimization in star/tree networks for the

minimization of the probability of error at the Access Point (AP); (iii) data

fusion and QoS evaluation in the presence and in the absence of clustering.

• Chapter 4 focuses on performance evaluation of the three consideredscenarios.

In this case, for each scenario we provide insights for possible optimization

strategies which allow to maximize the required performance indicators and/or

satisfy the given performance constraints.

• Chapter 5 is dedicated to the integration of the Zigbee and RFID technologies.

We present a possible approach in which the network in charge of exchanging

data (formed by Zigbee devices) is controlled by a logical controlling network

(formed by RFID devices). The latter selects which Zigbee nodes must be ac-

tivated in the former network and which can remain in sleep mode in order to

save energy.

In all cases, we shed light on the aspects which characterize the energyconsumption

of WSNs and, consequently, their lifetime. Moreover, the presented simulation and

experimental results tend to validate analytical frameworks and, therefore, make the

proposed optimization strategies reliable. Finally, Chapter 6 is dedicated to conclud-

ing remarks and future works.



Chapter 1

Literature Analysis and

Motivations

1.1 Introduction

Wireless sensor networks (WSNs) are an interesting research topic, both in mili-

tary [1–3] and civilian scenarios [4]. In particular, remote/environmental monitor-

ing [5], surveillance of reserved areas, etc., are important fields of application of

WSNs. These applications often require very low power consumption and low-cost

hardware [6]. One of the most common standards for wireless networkingwith low

transmission rate and high energy efficiency has been proposed by the Zigbee Al-

liance [7]. The increasing interest for sensor networks has, therefore, pushed a sig-

nificant research activity on the design of efficient fault-tolerant networks with the

longest possible lifetime [8]. In particular, since the WSNs are generically used in

harsh environments, optimization strategies are getting more and more importance in

order to extend the lifetime of the WSNs and, at the same time, increase the other

performance indicators, such as network transmission rate, delay, and minimize the

probability of transmission errors.

This chapter is structured as follows. In Section 1.2, we introduce the problem

of incoming target detection in a given monitored surface. In Section 1.3, wepresent
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the possible power allocation strategies present in the literature. In Section 1.4, we

focus on the problems of clustered networks, wither in the presence or in the absence

of data fusion at the intermediate nodes. Finally, in Section 1.5, we review the liter-

ature concerning optimization strategies which aim at the minimization of the power

consumption of IEEE 802.15.4 networks. In addition, we also provide some details

for the RFID technology and for proposed integration strategies betweenZigbee and

RFID devices.

1.2 Detection of Incoming Targets

WSNs are formed by battery-powered devices commonly used for environmental

monitoring, military surveillance, and industrial automation. These devices aretypi-

cally composed of an embedded microcontroller with some memory, a radio transceiver,

physical transducers that sense the environment, and a battery. Recent advances in

hardware miniaturization, low-power radio communications, and battery lifetime,to-

gether with the increasing affordability of such devices, are paving the road for a

widespread usage of WSNs in a vast array of applications.

In particular, WSNs are expected to create a major shift in future public safety

and military surveillance systems. When integrated to heterogeneous surveillance

systems in complement to traditional high-power and bulky observation sub-systems

(e.g., mounted optronic systems and radars), hundreds of tiny sensor nodes can help

secure and protect people and assets in remote or inaccessible areas. Through the

use of embedded transducers such as acoustic, seismic or infrared sensors, they can

perform local or collaborative target signature detection and classification as well

as trigger actuators (e.g., flash lights, sirens). These nodes can be easily deployed

and recovered, are lightweight, and provide cost-effective complementsto existing

surveillance systems. A WSN can be exposed as a sub-system to the rest of the in-

formation system through gateway nodes which can offer backhaul connectivity and

have more capabilities in terms of storage and processing. Most of the sensors are

inherently resource-constrained because of their size and cost, whichresult in limits

in terms of energy, computational speed, storage capacity, and communication band-
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width.

In the literature, a few papers address in detail the problem of target detection and

decision reporting. In [9], the authors present the design and the implementation of a

monitoring system, referred to as VigilNet, based on a WSN. The authors derive an

energy-efficient adaptable surveillance strategy and validate it throughexperimental

tests. In [10], under the assumptions that the road network map is known and the tar-

get movement is confined into roads, the authors describe an algorithm, referred to as

Virtual Scanning Algorithm, which ensures that the incoming target will be detected

before reaching a given protection point. However, the above approaches do not pro-

vide a global analytical framework for the optimal tuning of system parameters, such

as sensing and communication duty cycles. In [11], the authors derive ananalyti-

cal model for the probability of detection and the average detection delay under the

assumption that the deployment of sensors guarantees a complete coverage of the

monitored area. In their models, the authors take into account tunable parameters of

the system such as node density and overall duty cycle. In [12], the authors formulate

the target detection problem as a line-set intersection problem and use integral geom-

etry to analytically characterize the probability of target detection for both stochastic

and deterministic deployments. Compared to [11], they analyze WSNs where sensors

have heterogeneous sensing capabilities.

1.3 Power Allocation Strategies

An interesting research direction for WSNs is the design of network architectures that

can guarantee high energy efficiency. In particular, since the overallenergy available

in a WSN is typically limited (all nodes are battery-equipped), the research commu-

nity has focused on the derivation of transmit power allocation strategies that maxi-

mize a specific performance indicator yet still guarantee high energy savings.

In [13], the authors compare three power control schemes by analyzingthe re-

ceived signal-to-noise ratio in dense relay networks. In particular, oneof these op-

portunistic schemes aims at extending the lifetime of the relays, in order to maximize

the lifetime of the entire network. In [14], the authors introduce a power allocation
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scheme that minimizes the estimation mean-square error at the fusion center of anet-

work where sensors transmit to the fusion center over noisy wireless links. In [15],

the authors jointly optimize the data source quantization at each sensor, the routing

scheme and the power control strategy in a WSN in order to derive an efficient so-

lution for the problem of overall network optimization. Finally, in [16] the authors

present an opportunistic power allocation strategy based on local and decentralized

estimation of the links’ quality. In this scenario, only the nodes that experience chan-

nel conditions above a specific quality threshold are allowed to transmit in order to

avoid waste of energy. In [17], the authors introduce a dynamic power allocation

scheme for WSNs which relates the received signal strength indicator (RSSI) to the

received signal-to-interference plus noise ratio (SINR). In particular, they propose

two possible approaches: (i) a first approach based on a Markov chain system charac-

terization and (ii) a second approach based on the minimization of the averagepacket

error rate (PER).

1.4 Data Fusion and Clustered Networks

In several applicative scenarios, the nodes are not able to communicate directly with

the AP. In such a case, the sensors are grouped in small subsets of nodes, referred

to as clusters, depending on how they are placed and the environmental character-

istics (some sensors might not communicate directly with the AP) or in order to

reduce their transmission range (and, consequently, to save battery energy). Several

approaches have been proposed in order to evaluate the performanceof clustered

WSNs. In [18], the authors present a system level design methodology for clustered

wireless sensor networks based on a semi-random communication protocol.In [19],

the authors analyze the impact of energy consumption in wireless sensor networks

and provide a model for describing the energy consumption behavior andderive the

optimal transmission range. In [20], the authors investigate how the energyefficiency

of a clustered wireless sensor network is affected by the transmit power distribution,

the total number of sensors in a cluster, the required end-to-end packeterror rate, and

the relative magnitudes of intra-cluster and inter-cluster distances.
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Another important research topic in the field of wireless sensor networkingis

the embedded data decision strategy, often involvingdata fusion. In [21], the authors

present theoretical results on the optimal decision rule and its application to data

fusion. In [22], the authors follow a Bayesian approach for the minimizationof the

probability of decision error at the access point (AP). The data fusion mechanism has

also a strong impact on practical applications. In [23], the authors analyze several

methods of multi-sensor data fusion, such as Bayesian estimation, Kalman filtering,

and Dempster-Shafer evidence theoretical methods, in order to design a move-in-

mud robot. In [24], the impact of source-destination placement and communication

network density on the energy costs and delay associated with data aggregation are

evaluated.

The problem of extending the sensor network lifetime has been studied exten-

sively. In particular, the derivation of upper bounds for the sensor network lifetime has

been exploited. In [25–33], various analyses are carried out according to the particu-

lar sensor network architecture and the definition of sensor network lifetime. In [34],

a simple formula, independent of these parameters, is provided for the computation

of the sensor network lifetime and a medium access control (MAC) protocolis pro-

posed to maximize the sensor network lifetime. In [35], a distributed MAC protocol

is designed in order to maximize the network lifetime. In [36], network lifetime max-

imization is considered as the main criterion for the design of sensor networkswith

data gathering. In [37], the authors consider a realistic sensor networkwith nodes

equipped with TinyOS, an event-based operating system for networked sensor motes.

In this scenario, the network lifetime is evaluated as a function of the averagedistance

of the sensors from the central data collector. In [38], an analytical framework, based

on the Chen-Stein method of Poisson approximation, is proposed in order to find the

critical time at which isolated nodes, i.e., nodes without neighbors in the network,

begin to appear, due to the deaths of other nodes. Although this method is derived

for generic networks where nodes are randomly deployed and can die ina random

manner, this can also be applied to sensor networks. Finally, an important area of

application of wireless sensor networking is the medical field. In [39], an analysis of

network lifetime using IEEE 802.15.4 sensor networks [40] is derived forthis kind
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of applications.

1.5 Integrated Networks

One of the newest standards for wireless networking with low transmission rate and

high energy efficiency has been proposed by the Zigbee Alliance [7, 41]. An ex-

perimental analysis of Zigbee WSNs, taking into account the impact of the most

important system parameters (e.g., the Received Signal Strength Indication(RSSI),

throughput, network transmission rate, and delay) is presented in [41–43]. One of

the most interesting research directions for WSNs is the design of network architec-

tures with high energy efficiency. In [44], the authors analyze different approaches

and possible optimization strategies in order to reduce the power consumption of

IEEE 802.15.4 networks. In [45], instead, a mechanism for shutting downthe radio

frequency interface of wireless sensors, in order to reduce power consumption, is

presented.

On the other side, Radio Frequency IDentification (RFID) devices are also re-

ceiving more and more attention, by both industrial and scientific communities. In

particular, they can be used for luggage identification in airports, biological materials

identification in hospitals, monitoring of post parcels, tracking of livestocks, efficient

monitoring of objects in supply chains, etc. [46–49]. One of the newest areas of inter-

est for the RFID technology is pervasive computing, typically carried outintegrating

different technologies, such as RFID devices and WSNs [50]. In [51,52], the authors

propose and evaluate three different system architectures in order to combine WSNs

with RFID systems.



Chapter 2

The Zigbee Standard

2.1 Introduction

In this chapter, we introduce the Zigbee standard which has been largely adopted

in both the analytical and the simulation frameworks. The increasing requirements

of monitoring applications, in both civil and military scenarios, yielded, in 2004, to

the creation of a standard able to guarantee wireless data communication together

with high energy efficiency. The Zigbee standard is based, for the firsttwo layers of

the ISO/OSI stack, on the IEEE 802.15.4 standard, which is expressivelydesigned

for low power consumption, at the price of a reduced transmission rate ofR= 250

kbps. The remaining levels of the ISO/OSI stack, instead, are designed bythe Zigbee

consortium. More precisely, two versions of the IEEE 802.15.4 standard have been

released: the first in 2003 and the second in 2006. The latter introduces supplemen-

tary specifications, especially for the PHYsical (PHY) andMedium Access Control

(MAC). However, since the IEEE 802.15.4 implementation included in the Opnet

simulator and used in the larger part of this work refers to the 2003 model, in the

following of this chapter we will present the 2003 version of this standard.

The structure of the chapter is the following: in Section 2.2 is a functional de-

scription of the Zigbee standard, whereas in Section 2.3 we introduce the physical

layer of the Zigbee standard; in Section 2.4 we present the MAC layer of theISO/OSI
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Figure 2.1: ISO/OSI stack of the Zigbee standard.

stack; in Section 2.5 we describe the network layer, whereas in Section 2.6 weshortly

present the application layer of the Zigbee standard. Finally, Section 2.7 concludes

this chapter.

2.2 Functional Description of the Zigbee Standard

The logical subdivision of the layers in the Zigbee protocol, shown in Figure 2.1, is

perfectly compliant with that of the ISO/OSI stack [53]. Since the Zigbee standard

is based on the IEEE 802.15.4, the following description will hold for both the two

standards.

The data link layer is composed by some subcomponents such as: (i) a MAC

sublayer, (ii) a Logical Link Control (LLC) sublayer, and (iii) a Service-Specific

Convergence Sublayer (SSCS). The roles of LLC sublayer are flow control, data re-

transmission in case of collisions, and data aggregation and disaggregationof upper

layers packets. The adopted LLC, described by the IEEE 802.2 standard [54], pro-

vides for an unreliable service. The allowed communication paradigms between LLC

entities are “one-to-one,” “one-to-many,” and “one-to-all.” This standard is not con-

nected oriented, therefore the arrival sequence of the packets may bedifferent from

the transmission one. In addition, the LLC does not provide for error andflow control.

The SSCS plays an intermediate role between the IEEE 802.15.4 and the LLC
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sublayers and allows to separate them, making them independent one from each other.

The use of a SSCS is not mandatory in the Zigbee standard.

The main functionalities of the IEEE 802.15.4 sublayer, which will be presented

in details in Section 2.4, are the following [40]:

• channel access management, through the Carrier Sense Multiple Accesswith

Collision Avoidance (CSMA/CA) technique;

• reliable communication between two distinct MAC entities;

• security management through a 128-bit symmetrical Advanced EncryptionStan-

dard (AES) key [55];

• generation of synchronization packets, referred to as beacons;

• synchronization between the nodes through the beacon messages;

• support of association and disassociation of nodes from a PersonalArea Net-

work (PAN);

• management of Guaranteed Time Slot (GTS) management.

The nodes can operate in either beacon or beaconless modality. Of course these

modalities are mutually exclusive.

In beacon mode, the use of specific beacon packets allows to synchronize the

nodes in the network. The time is discretized in intervals referred to as superframes,

which are, in their turns, divided into shorter time intervals. This fact introduces a

higher complexity of the devices but, on the other side, allows a better duty cycle

and channel access management, including the priority reservation of GTS. On the

contrary, the use of a beaconless modality allows to simplify the structure of nodes,

since there is no synchronization between the nodes and the superframe structure

is not used. However, the performance of beaconless networks is lower than that

of beacon enabled networks. Obviously, the MAC protocol used by the beacon and

beaconless networks are different, especially in the way they manage the timing, the

eventual synchronization, and the retransmission of packets.



12 Chapter 2. The Zigbee Standard

The IEEE 802.15.4 devices are grouped in PAN networks, which differ one from

each other for their identification number (PAN ID). Each PAN is composed by at

least one node, which has the role of the PAN coordinator. In addition to thistype

of node, there exist nodes with other roles in the network: coordinators and end de-

vices. The PAN coordinator has additional tasks than standard coordinators, such as

network initialization through the determination of the configuration parameters,ex-

ternal nodes association, and periodical beacon transmission. The coordinators are

not allowed to set up the PAN ID and to configure the network parameters. The end

devices, instead, do not have functionalities. They are only responsiblefor control-

ling eventual sensors/actuators connected with them. The devices can logically di-

vided into two main classes: Remote Function Devices (RFDs) and Full Function

Devices (FFDs). The difference among these classes is that the FFDs implement all

the functionalities provided by the Zigbee standard, whereas the RFDs implement

only a subset of them. In addition, the FFDs are able to communicate with all the

other nodes in the network, if in the transmission range, whereas the RFDs are able

to communicate only with a FFD.

Focusing on the network topology, the MAC layer provides for two different

network configurations: (i) star topology and (ii) peer-to-peer topology. In the former

case all the nodes transmit directly to the PAN coordinator, which is responsible for

eventually forwarding the packets to the destination. This configuration is suitable

for small networks where no relay of packets is required. In the latter case, instead,

if the nodes are FFDs, they allowed to communicate directly one with each other if

in the transmission range. On the other hand, the RFDs are required to communicate

with an associated FFD. In the peer-to-peer mode, it is possible to create networks

with a complex structure. The layer which is in charge of managing the networkand

the routing of the packets is the NetWorK (NWK) layer.

The NWK layer provides for the multihop functionalities but is not responsible

for inter-PAN communications. Since it differs at logical level from the MAClevel,

a different node nomenclature is adopted. In particular, three classes of nodes are

considered:

• Zigbee router: it is an optional node in the network, it acts as a coordinator at
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Figure 2.2: Network topologies allowed by the Zigbee standard.

MAC layer, it supports the association of other nodes in the network and it is

able to relay the packets in the network according to a routing protocol;

• Zigbee coordinator: it acts as the PAN coordinator at MAC layer, it has the

same functionalities of Zigbee routers but it is also able to set up the network

by configuring the network parameters;

• Zigbee End Device: it corresponds to the End Device at MAC layer. it has

neither routing nor association management capabilities.

A group of Zigbee nodes associated with and connected, either directly orindi-

rectly, to a Zigbee coordinator forms a Zigbee network. These nodes correspond to

those which form the underlying PAN network. The NWK layer defines threerouting

strategies: (i) neighborhood routing, (ii) tree routing, and (iii) ad-hoc routing, as will

be presented in Section 2.5. According to these routing strategies, it is possible to

define three networks topologies, based on the two presented for the MAClayer and

shown in Figure 2.2: (i) star, (ii) cluster tree. and (iii) mesh topology.

The star topology corresponds exactly to the star topology defined at the MAC

layer, since only direct communications from remote nodes to the Zigbee coordinator
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Table 2.1: Channel frequencies of the Zigbee standard.

Channel number Frequency (MHz)

k = 0 868.3

k = 1, . . . ,10 906+2(k−1)

k = 11, . . . ,26 2405+5(k−11)

are allowed. The other two topologies, instead, rely on the peer-to-peer topology at

MAC layer and support multi-hop communications. The mesh topologies uses the

ad-hoc routing strategy based on dynamic routing tables and does not support the

beacon modality. On the other side, the cluster tree topology does not use routing

table since packets are relayed according to tree routing.

2.3 Physical Layer of the Zigbee Standard

The 2003 version of the IEEE 802.15.4 standard defines three operatingfrequencies:

the first is around 2.4 GHz, the second is around 916 MHz, and the third is around

868 MHz. In particular, the frequencies around 868 MHz are used in theEU, those

centered at 916 MHz are used in the U.S.A., whereas those around 2.4 GHzare

worldwide available. The frequency allocation of the 27 channels availablefor the

Zigbee standard are presented in Table 2.1.

The transmission rates at physical level are 20 and 40 kbps for the frequency

bands at 868 and 916 MHz, respectively, whereas at 2.4 GHz the transmission rate

is 250 kbps. These values are low if compared with the performance obtained by

other IEEE 802.1x standards. In particular, it is possible to range from 1Mbps for

the Bluetooth and Wibree standards to 250 Mbps for the IEEE 802.11n standard.

For sake of completeness, some modulation changes in the 2006 version of the IEEE

802.15.4 protocol allow the data rate of each frequency band to reach thevalue of

250 kbps.

All the frequency bands used by the Zigbee standard are unlicensed, that is they
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Figure 2.3: Scheme of the modulator for the Zigbee standard at the frequencies of

868 and 916 MHz.

don’t require Government authorization for their exploitation. Neglecting all the ben-

efits that this choice can bring, the negative aspect is that Zigbee networkmay suffer

from co-channel interference from other devices operating at the same frequency. In

particular, in addition to Bluetooth, IEEE 802.11b, and IEEE 802.11g, several elec-

tronic devices exploit the 2.4 GHz band, making critical the coexistence of devices

operating in this interval of the spectrum [56]. According to simulation data provided

in [40], the most critical coexistence is between the IEEE 802.15.4 and the IEEE

802.11b standards; a transmission of an IEEE 802.11b device, with a frequency shift

of 3 MHz and at a distance of 80 m from an IEEE 802.15.4 device, is able to prevent

the transmission of the latter (the impact of a shift of 47 MHz is perceptible only

at a few meters). On the contrary, the impact of IEEE 802.15.4 on IEEE 802.11b

transmissions is scaled by a factor of 4. Concluding, Zigbee and IEEE 802.11x stan-

dards can coexist in the same frequency band only if the IEEE 802.11x standards

have a low utilization factor. Otherwise, the two standards must operate in frequency

bands sufficiently separated (at least 7 MHz) one from the other, in order to reduce

the impact of the interference and guarantee the coexistence. The situationis better

concerning the Bluetooth standard, because the mutual interference hasno impact

when the distance between two devices is larger then 10 m.

The modulation scheme adopted by the Zigbee standard depends on the cho-

sen frequency band. Concerning the bands at 868 and 916 MHz, the logical scheme

of the modulator is shown in Figure 2.3. The modulator can be split in three sep-

arated blocks. The first block makes a differential encoding of the information bit,

the second makes a spectral expansion by associating to each bit, generated from the

previous block, a 16-chips pseudo-random (PN) sequence, in order to realize a di-

rect sequence spread spectrum (DSSS) modulation [57]. Finally, the bitgenerated by
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Figure 2.4: Scheme of the modulator for the Zigbee standard at the frequency of 2.4

GHz.

the second block are modulated according to a Binary Phase Shift Keying (BPSK)

modulation and sent to the transmitter. The main difference between the 868 and916

MHz frequency bands is the chip rate which is 20 and 40 Kchips/s, respectively.

Similarly to the modulator for the bands at 868 and 916 MHz, also the modulator

for the 2.4 GHz, shown in Figure 2.4, can be split into three blocks. However, in this

case in the first block 4 information bits are encoded with one of the 16 available sym-

bols with whom, in the second block, one of the 16 32-chips PN expansion sequence

is associated, in order to realize the DSSS expansion. Finally, in the third block an

Offset-Quadrature Phase Shift Keying (O-QPSK) modulation is applied in order to

transmit the signal. On the in-phase component of the modulator the odd indexes of

the bits of the expansion sequence are used, whereas on the quadrature-phase the

even indexes of the bits of the expansion sequence are used. Due to the presence of

the offset, this modulation can be seen as a Minimum Shift Keying (MSK) with half-

sine shaping pulse. According to the chosen solution, it is possible to reachlower

Bit Error Rate (BER) compared with the other IEEE 802.1x standards. Someworks

have proved that under the assumption of low signal-to-noise (SNR) ratio,the IEEE

802.15.4 modulations have better performance than that of IEEE 802.11 andIEEE

802.15.1 [58].

From a protocol point of view, the PHY layer defines a Physical Protocol Data

Unit (PPDU) which is formed by the following fields:

• Synchronization Header (SHR): it has a fixed dimension of 5 bytes and ital-

lows the receiver the synchronization with incoming bit stream;

• Physical Header (PHR): it has a fixed dimension of 1 byte and it containsthe

information about the frame length;
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Figure 2.5: Structure of a superframe.

• Physical Service Data Unit (PSDU): since it contains the payload carried by the

packet, it has a variable length. The maximum length allowed by the Zigbee

standard is 127 byte, therefore this is the maximum length also for the MPDU

(MAC Protocol Data Unit).

2.4 Access and Medium Control Layer of Zigbee Standard

2.4.1 Structure of the Superframe

As introduced in Section 2.2, in the beacon modality, the time axis is discretized in

time intervals referred to as superframes, which are set by the beacon messages. The

structure of a superframe is shown in Figure 2.5. A superframe is made of amultiple

of the length of a physical modulation symbol, denoted asTsym = 1.6µs for the fre-

quency band around 2.4 GHz. The duration of the superframe, includingthe length

of the beacon and denoted as Beacon Interval (BI), is decided by the coordinator and

it is equal to

BI = dSF·2BO

where the constantBO (Beacon Order) ranges between 0 and 15. The case with

B0 = 15 corresponds to beaconless modality; the meaning of the constantdSF will

be shortly introduced. The superframe is composed by an active zone, during which

the communications between remote nodes and coordinator are allowed, and apas-
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sive zone, during which, instead, data communications are forbidden. This strategy

allows the nodes to use a low-power consumption modality for a part of the super-

frame, reducing their duty cycle and, consequently, their energy consumption. The

duration of the active zone, referred to as Superframe Duration (SD), is lower thenBI

and is defined as:

SD= dSF·2SO

where the constantSO(Superframe Order) ranges in values between 0 andBO. In-

tuitively, whenSO= BO, there is no passive zone. The active zone is divided in

aNumSuperframeSlots slots, that is 16 in the standard configuration. Each slot is

made of a given number of physical symbols (dsl) which depends on the value ofSO.

In particular, we have that:

dsl = aBaseSlotDuration·2SO

where aBaseSlotDuration represents the length of a slot in the case ofSO= 0. At

this point it is possible to introduce the constantdSF, which represents the number

of symbols in the active zone whenSO= 0 and which corresponds to the constant

aBaseSuperframeDuration defined by the standard:

dSF = aBaseSuperframeDuration= aNumSuperframeSlots·aBaseSlotDuration.

Finally, the active zone is divided into two temporal intervals. In the former, referred

to as Contention Access Period (CAP), the access to the channel is regulated by

the CSMA/CA protocol; in the latter, instead, referred to as Contention Free Period

(CFP), the access to the channel is deterministic, therefore there is no contention. The

CFP is made of a given number of GTS, which may differ from one node to theother.

Obviously, a deterministic protocol does not fully exploit the capacity of the channel

but, on the other side, it allows to guarantee a required Quality of Service (QoS) at

each node. In some applications, this requirement is more important than the optimal

channel exploitation.
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Figure 2.6: General structure of a MAC layer data packet.

2.4.2 Structure of the MAC Layer Packets

A generic MAC layer packet, in the following referred to as frame, is called MAC

Protocol Data Unit (MPDU). As shown in Figure 2.6, the frame is composed by three

fields: (i) MAC header (MHR), (ii) Service Data Unit (MSDU), and (iii) MACfooter

(MFR). Depending on the type of MSDU, it is possible to identify 4 classes offrames:

• beacon, used by the PAN coordinators to send the homonym packets;

• data, used by the higher levels for data transfer;

• acknowledgment, used to confirm the correct reception of a frame;

• MAC Command, used to manage all the control information between the de-

vices.

In the simplest case, that is in the case of a data frame, the MSDU is the Protocol

Data Unit received by the higher level and corresponds to the payload of the trans-

mitted message. The MFR is formed by a single field referred to as Frame Check

Sequence (FCS), which contains a 16-bit Cyclic Redundancy Check (CRC), com-

puted according to the MHR and MSDU fields. Finally, the MHR is formed by 3

fields:

• Frame control, which has a fixed size of 2 bytes, defines the frame typology,

and contains information about the addressing type and other specific control

flags.
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• Sequence Number, which contains an 8-bit unambiguous frame identifier.Whether

the frame is a beacon, this field contains the Beacon Sequence Number (BSN),

randomly initialized by the coordinator and incremented at each beacon trans-

mission. In all the other cases, this field contains the Data Sequence Num-

ber (DSN), which is randomly initialized by the source node and incremented

at each new packet transmission. In the case of a retransmission, the DSNis

not incremented. The ACK frame contains the same DSN of the packet which

needs for reception confirmation.

• Addressing Fields, which is formed, at its turn, by four sub-fields, containing

the source and destination nodes addresses and the relative PAN identifiers.

The latter are optional and have a fixed dimension of 2 bytes. The former,

instead, even if still optional, may have two different formats, that is a 16-bit

short format and a 64-bit long format. Depending on the selected configuration,

the Addressing Fields size may range between 0 and 20 bytes.

The maximum size of a MPDU corresponds to the maximum size of the Service

Data Unit at the PHY layer, that is 127 bytes. Considering the presence if the MHR

and FHR fields, the maximum size of the MSDU is related to the addressing type

and ranges between 102 and 122 bytes. The ACK frame, instead, uses neither the

Addressing Fields nor the MSDU and has a size of 5 bytes.

2.4.3 Data Transfer Modality

The IEEE 802.15.4 standard allows for several way to transmit a data frame. Ba-

sically, it is possible to classify these modalities in two families: (i) direct and (ii)

indirect transmissions. In the former family, the source node transmits directlyto

the destination node without any preventive request. In the latter family, instead, the

effective data frame transmission begins after that the source node has signaled the

destination node of the incoming transmission.

Indirect transmissions are useful in two cases:

• in star topologies, in communications from the PAN coordinator to a generic

node in the network;
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Figure 2.7: Data transfer from an end device to a PAN coordinator.

• in tree topologies (at the NWK layer), in communications from the parents to

the children, when the children are end devices.

It is not possible to perform indirect transmissions during GTS periods. The modal-

ity of transmissions between to generic nodes, in a peer-to-peer network inbeacon

mode, has not been defined by the MAC layer, with the exception of the above men-

tioned tree topology. In all the other cases, direct transmissions are used, especially

in communications to the PAN coordinator (uplink) and beaconless peer-to-peer data

exchange.

In the case of direct data frame transmission, the frame exchange sequence,

shown in Figure 2.7, is composed by the following operations:

• optional transmission of the beacon;

• medium access;

• data frame transmission;

• transmission of the optional ACK by the destination node;
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• processing of the received packet1

In beaconless modality, a node can access the communication channel only through

an unslotted CSMA/CA. On the other side, in beacon modality, there are two dis-

tinct methodologies to access the communication channel: (i) the slotted CSMA/CA

mechanism inside the CAP and (ii) the use of a guaranteed access mechanism,such

as the GTS, which may happen only during the CFP. In beacon modality, the trans-

mission procedure begins only in the correspondence of the boundary between two

consecutive slots, referred to as backoff boundary and after that the beacon which de-

termines the beginning of the superframe has been received and correctly processed.

An additional constraint is due to the fact the whether the remaining time in the

current superframe is not sufficient to complete the data exchange sequence, the trans-

mission and the medium access procedure are delayed to the following superframe.

Once that the medium access has been completed, the status of the radio interface

(RF) of the device must be switched from reception to transmission in a time interval

strictly lower than the constant aTurnAroundTime, referred to asTTAT and set by the

standard equal to 12Tsym. Once concluded the operation, the data frame transmission

may begin. In beacon modality, the transmission must begin in the correspondence

of a backoff boundary, whereas in the beaconless modality it can begin as soon as the

transmitting node has changed the status of its RF, that is after aTTAT .

Once that the data frame transmission is correctly concluded, the receivingnode

transmits the ACK packet, whether required by the single packet. The use ofACK

packets allows to maximize the reliability of the transmitted packets but, on the other

side, it largely degrades the network performance, especially in terms of throughput,

delay, and lifetime. However, while in classic data networks, the content of each data

frame is important since it is normally unique, in physical phenomena monitoring

applications, which are typical of WSNs, the content of a data frame is oftennot

unique. Therefore, in such scenarios maximizing the reliability of a single packet

may not necessarily lead to the maximizing the overall network reliability and it

may also be counterproductive. For this reason, the use of ACK is totally application

1In transmissions without the ACK, this phase is immediately subsequent to thereception of the

data frame and the ACK frame transmission does not require the medium access strategy.
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dependent.

If the source node does not receive the ACK message in a given time interval,

the packet is declared collided and retransmitted reinitializing the parameters ofthe

CSMA/CA mechanism. This procedure can be repeated a maximum number of times,

whose maximum is determined by the parameter MaxCSMARetry. When this value

is exceeded, the packet is definitively discarded. The limit time interval for the recep-

tion of the first bit of an ACK frame is set by the constant AckWaitDuration, which

can be defined as:

Tmax
wait = TTAT +Tbu+TACK

doveTACK is the number of symbols necessary for the transmission of an ACK frame,

whereasTbu is the duration of a backoff unit of the CSMA/CA mechanism, as will

be shown in Subsection 2.4.4. This duration is referred to as aUnitBackoffPeriod

and it is equal to 20Tsym. Since the dimension of an ACK frame is 11 bytes, in the

case of the 2.4 GHz transmissions,TACK = 22Tsym. From this it can be derived that

Tmax
wait = 54Tsym. In the case of transmissions without the acknowledgment, the source

node cannot be detect if the packet is lost or correctly delivered, therefore each packet

is sent only once.

Finally, the reception of an eventual ACK message or the end of the data frame

reception is followed by a period referred to as InterFrame Space (IFS), which is nec-

essary for the receiving node to process the exchanged frame. In addition, during the

IFS the source node cannot transmit another packet to the same destinationnode, but

it has to wait for the end of the IFS in order to begin the transmission of the following

data frame. The value of the IFS depends on the length of the transmitted packet. For

packets whose dimension is lower than the threshold value aMaxSIFSFrameSize =

18 bytes, the IFS is referred to as Short InterFrame Spacing (SIFS) and its duration

must be larger than aMinSIFSPeriod= 12Tsym; vice versa for longer data frames the

IFS, referred to as Long InterFrame Spacing (LIFS) and its duration must be larger

than aMinSIFSPeriod= 40Tsym. In the following, we will denote the length of the

IFS with TIFS.

In the case of indirect data transfer, that is downlink communication, the message

exchange scheme is slightly more complex, as shown in Figure 2.8, and is composed
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Figure 2.8: Data transfer from a PAN coordinator to an end device.

by the following steps:

• the destination node accesses the communication channel;

• the destination node sends a data request command frame to the PAN coordi-

nator;

• the coordinator replies with an ACK frame;

• the coordinator sends the data frame;

• eventually, the destination node sends the ACK message;

• the received frame is processed.2

In beacon modality, a node become aware of having a pending data frame, which

needs to be received, through the beacon packets sent by the coordinator at the begin-

ning of each superframe. Therefore, a node will send the data request only when there

2In transmissions without ACK, this phase is immediately subsequent to data frame reception phase.
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are data pending which are directed to that node. Vice versa, in beaconless networks,

the nodes, which do no have information about pending packets, need to cyclically

poll the coordinator through data request frames. In both cases, the destination node

will need to obtain the access to the channel before sending the data request mes-

sage. The coordinator, once received the data request, will reply with an ACK frame

containing information about the eventual presence of pending packets addressed to

the node which is sending the data request. If there are the conditions to complete

the data exchange procedure in the current CAP, the coordinator will send the data

frame immediately after the ACK without performing the medium access operations.

This strategy is referred to as piggybacking. Vice versa, the coordinator will transmit

the data frame in the following CAP according to the CSMA/CA strategy. After the

reception of the data frame, the destination node will eventually reply with the ACK

frame, if required, without performing the medium access strategy. Finally,an IFS

time interval, necessary for data processing, follows the packet reception.

The remaining types of frame, that is those different from the data frame, are

transmitted according to the following procedure:

• a command frame is transmitted in the way of a data frame; the only difference

is that the command frame can be transmitted only during the CAP and not

during the CFP;

• the beacon frames are transmitted outside both the CAP and CFP, require nei-

ther the confirmation through the ACK nor the use of CSMA/CA strategy and

are followed by an IFS interval;

• the ACK frame are transmitted only after the reception of a data frame or a

command frame. They are followed by an IFS time interval and are transmitted

without performing the CSMA/CA strategy.

2.4.4 The CSMA/CA Protocol

In random medium access mechanism, like the CSMA, there is no authorities or

controlling nodes which are able to determine which node has the right to access
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the channel in a certain instant. In fact, the nodes manage the channel access in a

distributed fashion. The peculiarity of the CSMA/CA is given by the fact thateach

node, before the channel access, sense the channel in order to determine whether the

channel is busy or idle Given the result of the sensing operation, the behavior of the

node is not univocally defined. This characteristic allows to classify the CSMA/CA-

based protocols according to the concept of “persistence” which will beexplained

in the following. During the normal CSMA/CA operations, the time is discretized in

time slots, referred to as backoff units, of constant duration equal toTbu.

The parameters, which characterize the CSMA/CA protocol and are defined as

multiple of a backoff unit, are the following:

• Number of Backoffs (NB): it is the number of backoff cycles elapsed for the

transmission of the current packet.

• m: it corresponds to the macMaxCSMABackoffs and it is the maximum num-

ber of backoff cycles, referred to as backoff stage, allowed for thetransmission

of the current packet;

• Backoff Exponent (BEi): it is the exponent used in the computation of the wait-

ing time which elapses between two channel access attempts in thei-th cycle

of backoff;

• BEmin: it corresponds to macMinBE and it is the minimum value to whichBE

can be set, that is the default value used in the initialization phase;

• BEmax: it corresponds to aMaxBE and it is the maximum value to whichBE

can be set;

• CW: it is the dimension of the contention window and it is equal to 1 slot in the

unslotted case and 2 slots in the slotted case.

The differences between the slotted and the unslotted versions are not soconsid-

erable to justify a separate treatment, therefore in the following we will present only
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the simplest version, that is the unslotted case, highlighting when required thediffer-

ences between the two versions. In order to help the comprehension, in Figure 2.9,

the flow charts of both the versions of the CSMA/CA protocol are presented

The operations of the unslotted CSMA/CA protocol can be presented schemati-

cally in the following way.

1. The source node selects a discrete random number uniformly distributedin the

interval [0,2BEi − 1] and waits for a number of slots equal to the previously

generated value. This waiting is elapsed also at the beginning of the backoff

cycle, that is when theNB andBE are equal to the default values. This fact,

which could be interpreted as an inefficiency, belongs to the collision avoid-

ance characteristic of the IEEE 802.15.4 protocol and it is useful especially

in periodical monitoring applications in which may happen that several nodes

transmit at the same instant.

2. Once elapsed the waiting interval, the node verifies the status of the channel

through a Clear Channel Assessment (CCA) operation, which allows to mea-

sure the energy level received by the RF interface over a time interval equal

to 8Tsym. If the result of this measurement is lower than the energy detection

threshold, the channel is assumed idle and the CCA is successful. Vice versa

the channel is assumed busy and the CCA fails.

3. If the channel is idle, a node can immediately transmit the packet which is

stored in the transmission queue. Instead, if the CCA fails, it is necessary to

comparemandNB. If NB= m, the CSMA/CA is declared failed and the packet

is discarded; vice versa, the node increments of one the value ofBE, given that

BE is lower than the maximum allowed valueBEmax, and the procedure is re-

peated from point 1. IncrementingBE allows to double the time interval in

which it is possible to chose the number of slots to be waited for and, conse-

quently, to double the average waiting time; for such a reason, this protocol

is referred to as binary exponential backoff. This behavior is a peculiarity of

the collision avoidance mechanism of the IEEE 802.15.4 protocol, since it de-

creases the probability that two nodes perform their following transmission
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Figure 2.9: CSMA/CA mechanism in the IEEE 802.15.4 protocol.
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attempts in the same slot.

The main difference between the slotted and the unslotted versions is that the all

the CSMA/CA operations and the frame transmissions must be performed in the cor-

respondence of a backoff boundary. Therefore, a node cannotbegin the transmission

as soon as a packet is put in the transmission queue, but it must wait for thefollow-

ing backoff unit or for the following beacon if still not synchronized. For the same

reason, the ACK frame cannot be sent at the end of the transition of the status of the

RF interface (radio switching), but it has to wait for the beginning of the following

slot. Due to this behavior, depending on the transmission time of the current packet

and the time elapsed to perform the radio switching, in same circumstances therecan

be an unused time slot between the reception of a packet and the transmissionof the

related ACK. Therefore, an eventual CCA operation performed in the same slot by

another node would not be successful, determining a collision between the incoming

packet and the ACK frame to be transmitted.

In order to solve this problem, the standard states that, in the slotted version, a

node must perform two successful CCA operations in a row, that is the contention

window has a duration equal to 2 slots (CW = 2), differently from the unslotted

version in which theCW is equal to 1 slot. This expedient prevents from possible

collisions but, on the other side, leads to a performance degradation due to the non

optimal channel utilization. In particular, this phenomenon is really stressed inthe

presence of communications without the ACK. [45,59]

Finally, in the slotted scenario it is foreseen a low energy consumption modality,

which can be activated by setting the parameter macBattLifeExt. In this modality,

independently of the duration of the active zone, the activity period of the coordinator

in the CAP is reduced to a number of slot between 6 and 8. In this case, the initial

value ofBE is decreased, in order to increase the probability of transmitting during

the active zone of the node supposed to receive a message from the coordinator.

Although the efforts to prevent this problem, frame collisions are possible due

to several causes. First of all, when two or more nodes are not in radio visibility,

the status of the channel inside the PAN is no longer the same for all the nodes, but

groups of nodes see channel states slightly correlated or, at most, uncorrelated. The
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fact that the nodes do not have a global view of the channel unhinges the basis of the

CSMA/CA protocol and makes the channel sensing operations useless.

The classical example for this phenomenon is when two nodes, that is A and B,

which are not in radio visibility, want to transmit to the same node C. In this case,the

node B is not able to detect whether A is transmitting to the node C but, vice versa,

is able to detect when the node C is transmitting to the node A. Consequently, it may

happen that when the node A is transmitting to the node C, the node B starts trans-

mitting to C, leading to a packet collision. This problem is known as hidden terminal

problem and afflicts both the CSMA/CA versions of the IEEE 802.15.4 standard.

There are some particular expedients which allow to overcome this problem, such

as the use of RTS/CTS in the IEEE 802.11 standard or the use of a dedicatedchan-

nel, as for the protocols based on the principle of the Busy Tone Multiple Access

(BTMA). [60]

Also in an ideal scenario with perfect synchronization between the nodes, the ab-

sence of hidden terminal problem, idle channel and without propagation delay, the

collisions are anyway possible. In fact, it is sufficient that two or more nodes perform

the CCA operations at the same instant to incur in a packet collision. Also this prob-

lem affect both the versions of the CSMA/CA. The only difference is given that in

the slotted case, the vulnerability interval is equal to the duration of a slot, whereas

in the unslotted version the vulnerability interval corresponds to the durationof the

CCA, that is 8Tsym. In the slotted version the problem is worsened by the fact that

the standard requires that all the transmissions, which cannot be completedin the

current superframe, must be delayed to the following superframe. This behavior is

problematic; in fact, as proved by [61], when two or more nodes are forced to delay

the transmission in the same superframe, inevitably all the nodes involved will per-

form the CCA in the first useful slot, inducing a collision. In the above-mentioned

ideal scenario, the contemporaneous CCA is the only cause of collision forbeacon

configuration. In the beaconless case, instead, the lower dimension of thevulnerabil-

ity interval and the absence of following superframe transmission delay, reduce the

probability of having contemporaneous CCA. On the other side, there existsanother

situation that may generate collisions: the standard defines that the maximum time in-
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terval during which the device must perform the radio switching is equal to the TTAT

constant and is set to 12Tsym, whereas the CCA operation has a duration of 8Tsym.

Therefore, if a node performs the CCA in the time interval between the reception of a

packet and the transmission of the corresponding ACK frame, the node would see the

channel idle and this would lead to a collision between the ACK and the data frame

sent by the node.

2.5 Network Layer of Zigbee Standard

The NWK layer performs the following tasks:

• creation and management of a network;

• choice of the network topology;

• routing of the packet both in unicast (from one source to one destination) and

in multicast modalities;

• security management;

• management of the logical associations between the applications resident on

different nodes in the network.

The last point is referred to as binding by the Zigbee standard and will be pre-

sented in details in Section 2.6. Considering the categories of the nodes presented

in Section 2.2, only the Zigbee coordinators and the routers have an activerole in

network maintenance, whereas the end devices do not perform any operation and,

consequently, they will have lower requirements and a lower set of functionalities.

The main difference is that a router and a coordinator must belong to the FFDclass,

whereas an end device can also belong to the RFD class. In addition, coordinator and

router nodes can create routing tables, necessary for the correct ad-hoc packet routing

provided by the Zigbee standard. On the other side, end devices do not have a routing

table, therefore they can communicate only with the parent node to which they are

connected. There is also another table, different from the routing table and referred to
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as neighborhood table, which contains information about all the surrounding nodes

which are in the transmission range of a given node3.

2.5.1 Network Creation and Management

The Zigbee coordinator is the node which initializes the network setting the funda-

mental parameters, both and MAC and NWK layer and notifying the associatednodes

of the selected parameters. In addition, the Zigbee coordinator is responsible for the

periodical beacon transmission to associated nodes. The mentioned parameters con-

cern the creation and the assignment of network addresses, the binding association,

the choice of the network topology and the choice of the routing strategy used in the

network.

The choice of which node will become the network coordinator either can bea-

priori defined by opportunely programming the higher levels of the stack orcan be

random. The default Zigbee policy is that each FFD device, which is not able to asso-

ciate itself to any existing network, starts the creation of a new network, settingitself

as the network coordinator. Once that the network is working, the coordinator can re-

ceive association requests from other nodes, both router and end devices. If there are

available addresses and the compatibility and security requirements are satisfied, the

coordinator allows the applying node to access the network. The coordinator will be-

come the “parent” of the associated node which, at its turn, will become the “child.”

The children of the coordinator can receive association requests fromother nodes in

the network, becoming parents of other nodes. Iterating this process, it ispossible to

create very complex network topologies. We remark that end devices cannot become

parents of other nodes, therefore they cannot accept incoming association requests.

As soon as the association process ends, the children receive from theparent

node an address which is unambiguous in the network; in the case of routers, they

will implicitly receive a group of addresses which could be assigned to their eventual

children. The coordinator can assign the addresses in two different ways: (i) delegat-

ing to the higher levels the choice of the address assigned to each node, (ii)using a

3This table could be created also in the end devices, but the standard is not clear about this point.



2.5. Network Layer of Zigbee Standard 33

distributed (tree-based) addressing mechanism, which allows to automatically gen-

erate the addresses to be assigned to the nodes in the network. The last addressing

mode is efficient since it allows to use a hierarchical routing algorithm which does

not require touring tables.

2.5.2 Routing Algorithm

In the Zigbee standard, the routing is presented from a global point of view [62],

without distinguishing between the different implementation of the algorithms. In

order to help the reader in better understanding, it is better to interpret the routing

through a classification of the several routing algorithms. At this proposal,we can

state that the Zigbee standard provides for three different routing algorithm: (i) an

hierarchical algorithm, (ii) an ad-hoc routing algorithm based on Ad hoc OnDemand

Distance Vector (AODV, [63]), and (iii) an algorithm referred to as neighborhood

routing. In the following, the ad-hoc routing will be indicated through the acronym

AODV, even if there exists a slight difference among the two.

The neighborhood routing is the simplest routing strategy, It consists of verifying

whether the destination address is in the routing tables of the neighboring nodes; in

such a case, the source node transmits directly to the node which this information,

using the direct data transfer mechanism. The standard does not specifywhether this

approach can be implemented also by the end devices or only by the router nodes.

The hierarchical routing algorithm is based on the fact that each Zigbee node

has a direct parent-child degree of kinship with at least another node in the network,

therefore exploiting in a recursive way these links, it is possible to communicate with

all the other nodes in the network through multi-hop paths. This algorithm, when

used jointly to the distributed addressing mechanism, does not require routingtables,

therefore its implementation in the nodes is really simple. In fact, starting from the

destination address of a frame, through a simple equation it is possible to understand

in which direction the packet must be forwarded, that is towards either the parent

or the child node. At the same time, this approach has two problems: first of all,

due to its nature, it exploits only sub-optimal paths (which in exceptional cases can

be optimal) increasing the delay; the second problem is that, due to the absence of
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routing tables, it is not possible to dynamically modify the paths, therefore a failure

in a path may harm the communication.

The AODV routing algorithm allows to obtain unicast paths, especially in sce-

narios characterized by dynamic links such those for mobile ad-hoc WSNs,using a

limited amount of computational resources. Differently from the tree routing,AODV

is a routing algorithm based on routing tables which must be stored in the routers of

the network. The correct functioning of AODV is based on the transmissionof Route

Request (RREQ) packets in broadcast. These packets are forwarded by intermediate

nodes in order to reach either the destination node or an intermediate node which has

a valid and updated route for the destination node. The nodes which have information

will reply through the transmission of Route Response (RREP) unicast packets which

will be forwarded till the source node. The route discovery process begins with the

transmission of a RREQ packet from the source node and ends with either the recep-

tion of a RREP packet or the expiration of a timer in the source node, which indicates

that the route discovery process has failed. The information necessaryfor the correct

routing of the packet are distributed among the network, in the routing and discovery

tables of each routing with forwarding capabilities.

2.5.3 Network Topologies

One of the tasks of the Zigbee coordinator is the choice of the network topology.

As described in Section 2.2, the NWK layer networks may present three different

topologies: (i) star, (ii) tree, and (iii) mesh. Also in this case, the standard does not

provide a clear distinction between the different network topologies.

The star topology is characterized by the fact that there are no routers inthe net-

work, since the communications are only between the end devices and the Zigbee

coordinator, that is there is only a parent-child communication type and the maxi-

mum number of hops traversed by a packet is two, one from the end deviceto the

coordinator and one from the coordinator to the destination node belongingto the

same PAN. In this configuration, no NWK routing functionalities are exploited.Due

to this simple structure, the star topology gives the following advantages:
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• synchronization between the nodes;

• control on the latency in the network;

• low-power operation support due to the use of active zones;

• QoS support due to the use of GTS defined by the IEEE 802.15.4.

On the other side, there are also the following contraindications:

• at most two-hops communications are possible;

• the absence of redundancy between the paths yields a lack of robustness and

requires that all the links towards the coordinator are reliable.

The tree topology is formed in the following way: the PAN coordinator is the root

of the tree; starting from this node, it unravels a branch structure which iscomposed

by routers, which are used to create the branches of the tree, and by end nodes, which

act as the leaves of the tree and which do not have any role at NWK layer.Let’s note

that whether a RFD is connected to the branch of the tree, this node automatically

becomes a leaf, since no additional node can be connected through the RFD. Vice

versa, if a FFD is connected to a branch, it will behave like a leaf, till another node

will be connected to it and it will start behaving like a branch. The tree topology

can be seen as an extension of the star topology. The standard configuration of a

tree topology requires the use of the distributed addressing mechanism andthe tree

routing algorithm. The peculiar tree structure, the possibility of using the beacon

packets, together with the tree routing algorithm, make this topology energy efficient.

In fact, by opportunely shifting the active zones of the branches connected to the

same router, it is possible to use really short duty cycles, allowing only small subsets

of nodes to be active at the same time, with all the other nodes are in low-power

consumption state. Obviously, this expedient allows to significantly reduce theoverall

energy consumption and to increase the lifetime of the nodes, especially in the case

of symmetrical trees. Finally, the advantages of tree topology are the following:

• for each path it is possible to evaluate the latency with a required accuracy;
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• in beacon modality, it is possible to operate in low-power mode, making pos-

sible the use of battery powered routers;

• multi-hop communications are feasible.

On the other side, the main disadvantages of the tree topology are the following:

• the maximum network diameter is fixed;

• the latency, even if predictable, is high;

• due to the absence of redundancy, the path must be reliable to avoid failures.

Finally, the mesh topology is characterized by the fact that a node can communi-

cate with all the other nodes in the network, under the limitation given by its transmis-

sion range and its routing capability (an end device can transmit only to its parent).

The advantages and disadvantage of mesh networks are the opposite of those of tree

networks. In fact, mesh networks are, usually, quite energy consuming since they do

not support the beacon modality, therefore the nodes cannot be placedin low-power

mode. On the other side, the strength of mesh networks is the resistance to node/link

failures. In fact, the capability of communicating with all the nodes in the network

allows to implicitly introduce redundancy in the paths, introducing the possibility of

exploiting alternative paths in the case of failures. The advantages of meshtopology

are the following:

• the network diameter is not necessarily fixed;

• the latency can be lower than in the case of tree topology;

• the network is robust due to the presence of multiple paths between a source

and a destination node.

On the other hand, the disadvantages are the following:

• it is hard to predict the latency;

• the router must be always on, therefore battery powered routers cannot be used;
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• the presence of routing tables requires higher memory capacity inside the routers;

• network discovery capabilities are required.

2.6 Application Layer

Each node, according to the Zigbee nomenclature, is referred to as device. This defi-

nition includes not only the hardware characteristics of the node, but alsoits ISO/OSI

stack. On each Zigbee device it is possible to configure up to 240 ApplicationOb-

ject, that is software applications which exploit the underlying hardware to perform

some tasks. As for TCP/IP-based networks, where the applications are univocally

identified through the used port, each Application Object is associated to an unam-

biguous numerical identifier, referred to as end-point. A set of Application Objects

implementing a Zigbee profile, even if operating on distinct peripherals, is referred to

as Zigbee Application. A profile is a set of guidelines which allow the interoperabil-

ity between Application Objects respecting these guidelines. A profile is said public

if the specifications are public available, allowing to have interoperability between

devices built by different producers. For example, the Zigbee alliance has defined

profiles for the nowadays most common applications, such as domotic automation,

light control, etc. Vice versa, it is also possible to define private profiles which do not

have the interoperability property.

Data exchanged in the network are defined by the attributes, that is they areasso-

ciated with a couple (identifier, numerical format): for example, the identifier “tem-

perature” is associated with the data type “16-bit integer number,” or the identifier

“switch” is associated with the boolean data “on/off.” The input and outputattributes

of an Application Object are denoted with the term Device Descriptor. Since the de-

scriptor is associated with the applications, depending on the considered application

field, the same device may present different characteristics. In addition,a set of at-

tributes associated with a given Application Object are identified univocally inside a

profile by a Cluster ID because they form a cluster. We point out that this definition

of cluster is different from the one that will be presented in Chapter 3.
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Figure 2.10: Logical scheme of the application layer of the Zigbee protocol.

The operation of mutual association between two or more couple of values (end-

point, cluster ID), belonging to two or more different Application Objects, is referred

to as binding and allows the involved nodes to communicate one with the other. Let’s

note that the introduction of this cluster-based communication mechanism is the main

modification in 2006 version of the Zigbee standard with respect to the previous

version which was based on two specific services: (i) Message (MSG) and (ii) Key

Value Pair (KVP). Not only the Application Layer (APL) but also the NWK and MAC

layers take part into the binding creation. The associations can be of different types:

(i) one-to-one, (ii) one-to-many, (iii) many-to-one, and (iv) many-to-many, that is

one or more end-points can be associated with one or more end-points on theremote

peripherals. All the existing bindings in the network are stored by the coordinator in

a binding table.

Finally, referring to Figure 2.10, we present the protocol structure of the Zigbee

APL. There are three main sub-levels: (i) Application Support Layer (APS), (ii) Ap-

plication Framework (AF), and (iii) Zigbee Device Object (ZDO). The APS sublayer

provides a data transfer service to the higher sublayers, taking care ofthe creation

of APL level packets, referred to as Application Protocol Data Units (APDUs), com-

pliant with the requirements of the lower layers, since they do not support packet
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fragmentation; in addition, the APS takes part in the binding operations. The AF sub-

layer, instead, is responsible for the preparation of the APDU frame, which can be of

either KVP or MSG type and which will be forwarded to the lower layers. Finally,

the ZDO sublayer is a special application which is associated with the end-point 0

and which manages the automatic operations of the network. The user-defined ap-

plications notify the ZDO the parameters that settle their behavior. In particular, the

specified parameters concern the input and output clusters which are used to transmit

from and to each end-point. If an output cluster of a local end-point corresponds to

the input cluster of a remote end-point, the devices are said to be “corresponding.”

The ZDO provides also for an automatic corresponding-nodes research functionality.

Once the nodes have been identified, the ZDO automatically contacts them and sets

up the connection.

2.7 Conclusions

In this chapter we have presented the Zigbee standard. We have pointed out how this

standard looks for the highest possible energy saving, while trying to send data at

a sufficiently high transmission rate. Another evident aspect is the simplicity ofthis

standard at the APL. The goal of this standard is to allow a programmer of Zigbee-

based applications to easily manage the required operations. The network creation

and management, in fact, are automatic operations which must be “transparent” to

the APL. Finally, a lot of attention has been given to the MAC layer, becauselarge

part of the work presented in the following will involve MAC characteristics.





Chapter 3

Theoretical Performance

Evaluation Framework

3.1 Introduction

In this chapter, we present the analytical tools which allow to evaluate and optimize

the performance of WSNs. One of the most common applications of WSNs is the bor-

der surveillance, especially for military purposes. In such a scenario, aset of nodes,

equipped with sensors with detection capabilities, can be placed in order to protect

and monitor the accesses to a given area. Since the nodes of a WSN are traditionally

equipped with batteries, the energy consumption becomes an important parameter for

optimal network configuration. However, maximizing the network energy saving can

be sometimes counterproductive, because the use of a limited amount of transmission

power at the nodes may cause an increment of the number of packets lost at the AP

due to collisions. In addition, in order to structure the network and decrease the num-

ber of exchanged packets, a clustered approach can be used. In such a way, the nodes

in charge of the management of the clusters (cluster-heads) can fuse theinformation

transmitted by the nodes belonging to each cluster. This operation allows the cluster-

heads to retransmit only a subset of the received packets, representing the result of

the local decision carried out on the basis of the received information.
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The structure of the chapter is the following: in Section 3.2, we introduce an

analytical model for the derivation of the probability of missing a target, whereas in

Section 3.3, we provide for a power allocation strategy based on the minimization

of the collisions between the packets received by the AP. In Section 3.4, wepresent

the analytical model for the data fusion at the cluster-heads and at the AP.Finally, in

Section 3.5, we draw some conclusions about the analytical models presented.

3.2 Target Detection Model

In this section, we introduce the problem of target detection in sparsely deployed

WSNs [64]. In particular, we focus on random node deployment in the considered

monitored area. After presenting the problem that we are facing, we describe the

physical model for the sensing interface of the nodes in the presence ofduty cycles.

In addition, we also provide for a simplified model for the latency of the transmission

of an alert message to the AP of the network and for the energy consumption. The

goal of this section is the derivation of a framework which allows to evaluate the

performance of the systems in terms of (i) probability of detecting a target entering

the monitored area (Pd) or, conversely, probability of missing it (Pmd), (ii) latency

after detection, and (ii) energy consumption.

3.2.1 Problem Statement

The surveillance of a given area is a sensible aspect in many military and civilian

applications. In particular, it is often required that a set of nodes detectsan incom-

ing target which crosses the monitored area. The simplest solution would be toplace

the sensors in the proximity of all the entrance points of the area. However,in many

realistic scenarios it is not possible to cover all the possible entrance points, since a

number of sensors, large enough to ensure the required detection, is often not avail-

able. Therefore, it is necessary to set an appropriate node deployment that guarantees

the highestPd of any incoming target.

In addition, due to the physical morphology of the monitored area, it is often

not possible to deal with cables placement, so that a wireless solution is the winning
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choice for ensuring the requiredPd. In a WSN there is a node which acts as the access

point (AP), for the other nodes, to reach control centers outside of thenetwork. A

generic node can also relay messages for the others.

In these networks, battery energy is a precious resource and nodes are cyclically

“switched off,” according to proper duty cycles, generally at both sensing and the

communication levels. However, these operations can affect both the probability of

detection, since a node may be off when the target crosses its sensed area, and the

transmission latency of an “alert” message form the detecting node to the AP. On the

opposite, in this way it is possible to extend the network lifetime.

3.2.2 Physical Description of the Sensor

A wireless sensor devices embeds two main sub-units, i.e., (i) the sensing sub-unit

and (ii) the communication sub-unit. The former is equipped with a seismic sensor,

whose sensing rangers is maximum over a rocky surface, in which the vibrations

due to an incoming target propagate with low attenuation. Since the seismic sensors

can be placed also over different surfaces, such as sandy or clayey terrains, where

the propagation model is different and the attenuation is higher, we consider different

values ofrs. In order to reduce the energy consumption of the system, the sensing part

can be periodically switched off, according to a normalized duty cycleβsens∈ [0,1]

over a periodTsens (dimension: [s]). More precisely, nodes sense the surrounding

environment for the interval of lengthβsensTsensand sleep for the interval of duration

(1− βsens)Tsens. The power consumption associated with the sensing operations is

denoted asΩsens. We assume that all the sensors have the samers, βsens, andTsens.

The communication interface of the nodes has a transmission rangerT (dimen-

sion: [m]), under the constrain thatrT ≫ rs. Generally,rT ranges between 100 m and

1000 m (in line-of-sight scenarios).

We have assumed that only the node detecting the target transmits an alert mes-

sage to the AP and that there can be only one target in the monitored area at atime.

As a result of these assumptions, there are no collisions between the packets transmit-

ted by the wireless devices. In such a scenario, the Medium Access Control (MAC)

protocol must guarantee the lowest energy consumption and the lowest latency in the
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network. In order to keep the MAC layer as simple as possible, we have chosen the

X-MAC protocol [65], since it does not require synchronization between the nodes

(reducing energy consumption) and it keeps the latency low, at the opposite of sched-

uled MAC protocols, especially for multi-hop networks. The X-MAC protocol and

the corresponding parameters, i.e.,Sd, Sp, Sal, ΩTx , ΩRx , andΩs, will be described in

Subsection 3.2.5. Since it is likely that a packet has to be relayed in order to reach

the AP, the average number of hops that a packet has to traverse will be denoted with

Nhop.

To make the derivation ofPd (or, equivalently, of the probability of missed de-

tection Pmd) feasible, we assume the monitored area to be a square with sides of

lengthds (dimension: [m]). In this area,N sensors are identically and independently

deployed in a random fashion under the constrain that their sensing ranges do not

overlap. We also assume that the potential targets penetrate the monitored areafol-

lowing a linear and uniform trajectory. Trajectories are characterized byan angle of

arrival θ and a target constant speedv (dimension: [m/s]). Since there is no informa-

tion about the entrance point, we also assume that the target enters the monitored area

from a random point along the perimeter of the monitored surface.

3.2.3 Preliminary Works on Random Deployment

Our analytical framework for the evaluation of the probability of target missed de-

tection, considering moving targets, extends the results presented in [12],which we

rapidly recall in the following. For more details about the following derivation, the

interested reader is referred to [12,66,67].

In order to detect a target in a squared area with perimeterL0, N sensors are

randomly placed over the field of interest. Sensorssi , i = 1, ...,N have a sensing area

of perimeterLi . Assuming that there is no priori knowledge about the direction and

the entrance point of the target, the probabilityPd(k) that at leastk≥ 1 sensors detect

the target crossing the field of interest is

Pd(k) = 1−
k−1

∑
w=0

|ZN,w|

∑
j=1

|zj |

∏
i=1

qzj (i)

|z̄j |

∏
v=1

(1−qz̄j (v)) (3.1)
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where|ZN,w| denotes the possiblew-tupleszj of vector[1, ...,N], i.e., the possi-

ble groups ofw sensors that can detect the target at a time, ¯zj denotes the comple-

ment (N−w)-tuple of zj , qi = qzj (i) = qz̄j (i) = Li/L0, andqi can be interpreted as

P{Sensoronthetrajectory}.

Assuming thatLi = L ∀i ∈ {1, ·,N}, equation (3.1) can be rewritten as

Pd(k) = 1−
k−1

∑
i=0

(
N
i

)
Li(L0−L)N−i

LN
0

.

Eq. (3.1) can also be used to derive the probability of missed detection of a target.

In this case, observing thatPmd = P(ZN,0), i.e., the probability of not detecting any

target, andzj = 0, z̄j = {1, · · · ,N}, the probabilityPmd of missing a target can be

written as

Pmd =
N

∏
i=1

(
1− Li

L0

)
. (3.2)

According to the model introduced in Subsection 3.2.2 and recalling that all the

sensors have the same sensing range, Eq. (3.2) can be rewritten as follows

Pmd =

(
1− 2πrs

4ds

)N

. (3.3)

3.2.4 Integration of Duty Cycles for Random Deployment

To integrate sleeping duty cycles at sensing level, we extend the previous model to

expressPd or, equivalently,Pmd, as a function of both the duty cycleβsensand the

geometrical configuration of the WSN. The probability of detecting a target isthe

probability that there is a sensor on the target’s trajectory (event denotedasESoT) and

the sensor is active when the target is crossing the sensed area (eventdenoted asEdet).

Therefore, the probability that a single sensor detects a target is

Pd−1 = P{ESoT,Edet} = P{Edet|ESoT}P{ESoT}. (3.4)
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(a) (b)

Figure 3.1: (a) Logical scheme of the sensing duty cycle and (b) model for the sensing

range of a node.

According to [12],P{ESoT} can be expressed as 2πrs/(4ds).

In order to evaluateP{Edet|ESoT}, we consider the scheme for the sleeping duty

cycle presented in Fig. 3.1 (a). Since the target arrives with a finite speedv, the cross-

ing time isTcross= L/v, whereL is a random variable which expresses the length of

the intersection between the target’s trajectory and the area sensed by a sensor, as

shown in Fig. 3.1 (b). Since there is no information about the arrival of thetarget, its

arrival has been assumed uniformly distributed over the periodTsens.

When the sensor is on, any incoming target will be detected. In the case thatthe

sensor is off, i.e., during the interval of durationβsensTsens, the analysis has to be

refined. LetEtarget be the event{The sensor is on at the instant at which the target

enters the sensed area}. Applying the total probability theorem [68],P{Edet|ESoT}
can then be expressed as

P{Edet|ESoT} = P{Edet|Etarget,ESoT}P{Etarget|ESoT}
+ P{Edet|Ētarget,ESoT}P{Ētarget|ESoT} (3.5)

whereP{Edet|Etarget,ESoT} = 1. SinceEtarget andESoT are independent—in fact, the

activity cycle of a sensor does not depend on the target—one can write,

P{Etarget|ESoT} = P{Etarget} =
∫ βsensTsens

0

1
Tsens

dt = βsens

and

P{Ētarget|ESoT} = 1−βsens.
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Figure 3.2: Integration domain for the evaluation ofP{E1,E2}.

We are now going to evaluate the last term of Eq. (3.5). According to the conditioning

on Ētarget andESoT, the target arrival time, denoted asTa, is a uniformly distributed

random variable over an interval of length(1−βsens)Tsens. To have successful dete-

ction, the target must remain in the sensed area until the sensor turns on its sensing

device in the following active period. In this case as well, one must distinguishbet-

ween two cases: (i)Tcross> (1− βsens)Tsensand (ii) Tcross< (1− βsens)Tsens. In the

former case, each target will be detected, since it remains in the sensed area for a

time interval longer than the sleep period. Therefore, in this casePd = P{ESoT}. In

the latter case, instead, the target will be detected if it enters the sensed area in the

last part of the sleep period, so that it will be detected in the following activeperiod.

LettingE1 = {Ta+L/v> (1−βsens)Tsens} andE2 = {L/v< (1−βsens)Tsens}, the

probability that the target is detected, given that the sensor is in the sleep state when

the target enters the sensed area, can be expressed as

P{Edet|Ētarget,ESoT} = P{E1,E2} =
∫∫

Ω
f (Ta,L)dTadL.

where the integration domainΩ is shown in Fig. 3.2. SinceTa andL are independent,

the joint probability density function (pdf) can be expressed as the product of the

marginal pdfs, i.e.,f (Ta,L) = f (Ta) f (L). SinceTa is a uniformly distributed random

variable, it follows thatf (Ta) = 1/[(1− βsens)Tsens]. In order to expressf (L), it is

necessary to make some further considerations. In particular, the pdf ofthe angle

φ , shown in Fig. 3.1 (b), is needed. The lengthl of the chord, i.e., of a particular
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realization ofL, can be expressed as the following function ofφ

l = 2rssin

(
φ
2

)

with φ ∈ [0,2π].

According to the fundamental theorem at page 93 of [68],f (L) becomes

f (L) =






1

π
√

r2
s −
(

L
2

)2
if 0 < L < 2rs

0 else.

(3.6)

Finally, taking into account that one needs to evaluateL/v in order to correctly

computeP{E1,E2}, the following joint pdf can be used as

f (Ta,Y) =






v

πc
√

r2
s −
(

vY
2

)2
if 0 < Y <

2rs

v
,

0 < Ta < c

0 else.

(3.7)

whereY = L/v andc = (1−βsens)Tsens.

Considering the integration domain, two possible cases can be distinguished:(i)
2rs
v < (1−βsens)Tsensand (ii) 2rs

v > (1−βsens)Tsens. In the former case, the integration

domain, referring to Fig. 3.2, reduces to the triangle on the left.P{E1,E2} can thus

be expressed as

P{E1,E2} =
∫ 2rs

v

0

∫ c

c−y
f (Ta,Y)dTadY =

4rs

πcv
. (3.8)

In the latter case, i.e., when 2rs/v> (1−βsens)Tsens, the integration domain is that

shown in Fig. 3.2, therefore the expression ofP{E1,E2} can be rewritten as

P{E1,E2} =
∫ c

0

∫ c

c−y
f (Ta,Y)dTadY

+
∫ 2rs

v

c

∫ c

0
f (Ta,Y)dTadY

=
4rs−2

√
4r2

s −c2v2

πcv
+1−

2asin

(
cv
2rs

)

π
(3.9)
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Combining equations (3.8) and (3.9) into equation (3.5), the expression for

P{Edet|ESoT} can be obtained

P{Edet|ESoT} = βsens+(1−βsens)P{E1,E2}. (3.10)

Finally, extending the model in order to take into account thatN independent

sensors can detect the target, the probability of missed detection becomes

Pmd = (1−Pd−1)
N =

(
1−P{Edet|ESoT}

2πrs

4ds

)N

. (3.11)

In the case of heterogeneous sensing model, the derivation is almost identical. The

only difference is that we should start the derivation from Eq. (3.2) instead of from

Eq. (3.3).

3.2.5 Latency after Detection

In this section, we propose an analytical model for the alert transmission latency, i.e.,

the delay between the detection instant of the presence of an intruder by a sensing

node and its notification to the sink. In the following, we first derive the per hop

latency, denoted asD1hop, and then the latency over a multi-hop path. We then verify

the validity of this model through experimental measurements on a Crossbow MicaZ

testbed.

As mentioned in Subsection 3.2.2, we use X-MAC [65], a low-power asyn-

chronous MAC-layer protocol for duty-cycled WSNs. X-MAC uses Low-Power Lis-

tening (LPL), or preamble sampling, to enable low-power communications between

a sender and a receiver which do not synchronize their wake-up andsleep schedules.

Indeed, a sender with data sends a preamble at least as long as the sleep interval of

the receiver. This guarantees that the receiver will wake up, detect the preamble, and

stay awake for the reception of the data. X-MAC uses astrobed preamblingapproach

in which the sender quickly alternates between sending the packet destination ad-

dress and a short wait time so that the receiver could potentially abort this process to

receive data. This approach allows to further reduce energy consumption and the per-

hop latency in comparison to protocols using long-preambles such as B-MAC[69].
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The average per hop transmission latency can be expressed as

D1hop=
(1−βcomm)2Tcomm

2
+Sp +Sal +Sd (3.12)

whereβcomm is the (normalized) communication duty cycle over the periodTcomm,

andSp, Sal, Sd durations (dimension: [s]) of the strobed preamble, the acknowledge-

ment of the preamble, and the alert packet, respectively. Considering thestatus of the

receiving node, i.e., if the communication subsystem is either turned on or off, the

probability that a node begins its transmission when the receiving node is on isβcomm

and the associated latency isSp+Sal+Sd. On the opposite, the probability that a node

is off is 1−βcomm. We evaluateD1hop simply as the average between worst and best

cases. The best case is when the a node starts transmitting exactly when the receiving

node starts its LPL operations, so that the packet is transmitted afterSp +Sal +Sd. In

the worst case, the transmitting node waits for the entire duration of the sleep interval.

In addition, since the receiving node must receive an entire preamble before sending

the acknowledgment message, the worst case takes into account that two transmis-

sions of the preamble may be required in order to start the communication. In this

case, the latency introduced by the transmission is(1−βcomm)Tcomm+(Sp+Sal)+Sd.

Scaling this term by the probability that the receiver is off, averaging the best and the

worst cases and adding the latency, related to the case with the receiver on, scaled by

its probability of being on, equation (3.12) is obtained.

Considering a multi-hop path, the average global latency can be expressed as

follows

D = D1hopNhop (3.13)

whereNhop denotes the average number of nodes that the alert message traverses to

reach the sink.

Note that the model relies on a collision-free transmission of the alert as we as-

sume a single target detection scenario with low arrival rate. Therefore,there is only

one sending node at a time that does not experience packet losses and retransmis-

sions. We also neglect the processing time of the packets.
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3.2.6 Energy Model

As nodes operate on batteries, the way they consume energy directly impactsthe life-

time of the surveillance system. To take this into account, we now propose a simple

energy model for the engineering toolbox.

The energy consumption of nodes can be roughly given by the sum of theenergies

consumed by its hardware components. For the sake of simplicity, we only integrate

in the energy model contributions from the sensing sub-unit and the radio transceiver.

We also define the network lifetime as the time needed for the average residualenergy

Er to be lower then a threshold valueEth.

To derive an expression for the network lifetime, we evaluate the energy con-

sumed after a given intervalt. The average residual energyEr at a generic instantt

can be expressed as

Er(t) = NEi −NΩtott (3.14)

whereEi is the initial energy of a node andΩtot is the power consumption given by

sensing and communication operations.

According to the description of the X-MAC protocol in Subsection 3.2.5, there

are four possible states for a node: (i) transmission, (ii) reception, (iii) sleep, and (iv)

LPL, with corresponding power consumptions denoted asΩTx , ΩRx , Ωs, andΩLPL,

respectively.

Ωtot can then be computed as follows

Ωtot = Ωsensing+ΩLPL +(ΩR +ΩT)PdNtarget (3.15)

where:Ωsensingis the power consumption associated with the sensing device in the

activity period of durationTsens; ΩLPL is the power required when performing the

LPL operations (over a period of durationTcomm); ΩR is the power used by a node

to receive a packet;ΩT is the power used to transmit an alert packet;Pd is the target

detection probability; andNtarget is the number of times that a target appears during a

reference period. The expected power to send a packet can be expressed as

ΩT =

[
ΩTxSd +

(1−βcomm)Tcomm

2(Sp +Sal)
· (ΩTxSp +ΩRxSal)

]
Nhop

NTcomm
(3.16)
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where the first additive term, i.e.,ΩTxSd, is the energy spent to transmit a packet,

whereas the last additive term expresses the energy consumption due to the periodic

preamble transmission in order to notify the receiving node of a packet arrival. As in

Subsection 3.2.5, since node are not synchronized, we assume the average number

of preamble transmissions to be the mean between best and worst cases. The term

Nhop/N is introduced owing to the fact that only a set of theN sensors is used to relay

the alert message to the AP.

The expected power to receive a packet can be expressed as

ΩR =
[ΩRxSd +

(
ΩRxSp +ΩTxSal

)
]Nhop

NTcomm
(3.17)

whereΩRxSd is the energy spent to receive a packet andΩRxSp+ΩTxSal is the energy

spent for the reception of the preamble and the transmission of the acknowledgment

message. Since in the considered scenario there is no information about theposition

of the AP, the average number of hops has been determined by calculating,through

the Dijkstra algorithm, the shortest path for each node to reach any other node in the

network. Given thatrT is around 250 m, the value ofNhop is around 2.7. However,

since it is reasonable to consider a integer value ofNhop, the value has been rounded

to 3.

The power associated with the LPL operations can be expressed as

ΩLPL = ΩRxβcomm+Ωs(1−βcomm)−ΓTx −ΓRx (3.18)

whereΓTx andΓRx are two corrective terms. In particular, equations (3.16), (3.17),

and (3.18) are evaluated over a periodTcomm. However, during normal operations the

node either performs LPL operations or transmits/receives a packet.ΓTx andΓRx are

used to refine the power consumption due to LPL operations. In fact, the LPL and the

transmission and reception intervals overlap for short intervals, so that without these

two terms the power consumption budget would be higher than the correct one. In

particular,ΓTx can be expressed as

ΓTx =

[
Ωs

[
(1−βcomm)Tcomm

2
+Sd +Sal

]
+ΩRxSp

]
PdNtargetNhop

NTcomm
(3.19)
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whereasΓRx can be expressed as

ΓRx =
[
(Sal +Sd)Ωs+ΩRxSp

]
· PdNtargetNhop

NTcomm
. (3.20)

TheΓTx term must take into account the fact that, during the transmission operations,

such as periodical preamble sending over an interval of duration(1−βcomm)Tcomm/2,

packet transmission and acknowledgment reception, the node would normally be in

the sleep state, whereas during the transmission of the preamble, that will be acknowl-

edged by the receiving node, the node would normally be in the reception state. This

is basically a correction factor, since otherwise the energy consumed by the node with

this model would be higher than the real value because the reception and transmission

operations overlap over a period with normal LPL operations. Similar considerations

can be carried out for theΓRx term. In fact, when the node is waiting for the acknowl-

edgment window to transmit the acknowledgment message, receiving the preamble

and transmitting a packet, according to the LPL operations, it would normally bein

the sleep state. The same considerations can be carried out when the nodeis receiving

the preamble, since it would normally be in the receiving state for the LPL operations.

Finally, the power consumed during sensing operations can be expressed as

Ωsensing= βsensΩsens. (3.21)

Introducing the expressions in (3.19) and (3.20) into (3.18) and the expressions

in (3.16), (3.17), (3.18), and (3.21) into (3.14), it is possible to derive an expression

for the energy consumption which depends on both sensing and communication pa-

rameters.

In order to derive an explicit expression for the network lifetimeL, equa-

tion (3.14) can be rewritten as

L =
NEi −Eth

NΩtot
(3.22)

whereEth is a given residual energy threshold, which can be used to model the phys-

ical behavior of a node.
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3.3 Adjacency Matrix-based Transmit Power Allocation

Strategy

One of the main constraints of the WSNs is the limited amount of energy available

at the nodes. In order to maximize the lifetime and minimize the collisions between

transmitted packets, a power allocation strategy can be used [70]. In the following,

we first introduce some key parameters of a Zigbee WSN. Then, we present a sim-

plified version of its MAC protocol and under the assumption of low traffic load, we

propose a simplified analytical model for the estimation of the following main net-

work performance indicators: (i) the Packet Error Rate (PER) at the AP, i.e., the ratio

between the number of packets lost at the AP and the total number of transmitted

packets in the network, and (ii) the average delay. Finally, we describe thepower al-

location strategy which allows to minimize the PER and, at the same time, to extend

the lifetime of the network.

3.3.1 Definition of a Simplified Model for Zigbee WSNs

Each sensor node is characterized by two main parameters: (i) its position ona two-

dimensional plane and (ii) its transmit power, as stated in the following definition (for

the sake of simplicity, we will simply use the term “sensor” to refer to a wireless node

with sensing capabilities).

Definition 1 A sensoris represented by a couple s= (x,P), where x∈ R
2 is the

sensor position and P∈ R is its transmit power.

We remark that the previous definition is based on the assumption that the positions

of the nodes are known. This is realistic in several practical applications,such as

industrial or home monitoring, where the spatial distribution of the nodes isa priori

determined. In more general scenarios, the positions of the nodes could be unknown.

In such case, one should also consider proper localization algorithms. However, once

the positions of the nodes are estimated, our framework for optimized transmit power

control can be directly applied.
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We assume that the detection operation is described by an ideal threshold model,

as stated in the following assumption.

Assumption 1 (Threshold reception) Given two sensors s1 = (x1,P1) and s2 =

(x2,P2), there exists aminimum power functionΠ(x1,x2) such that sensor s2 receives

the transmission of sensor s1 if and only if

P1 ≥ Π(x1,x2).

This assumption holds because of propagation loss (according to the Friis for-

mula) and assumes that a threshold detector is used at the receiver [71].In fact, in

this case the powerPr received by sensors2 can be expressed as:

Pr = P1GtGr

(
λ

4πr

)α
(3.23)

whereGt andGr are the gains of the transmit and receive antennas,r is the distance,

λ is the wavelength, andα is the path loss exponent. According to the ideal threshold

detector model, sensors2 receives a transmission from sensors1 if and only if Pr >

Pmin, wherePmin is the (pre-defined) receiver reception threshold. In this case,

Π(x1,x2) =
Pmin

GtGr

(
4πr
λ

)α
.

A sensor network can be introduced as a set of sensors, characterized by their po-

sitions and their transmit powers, together with an associated minimum power func-

tion.

Definition 2 Asensor networkof N elements is an ordered setS = (c,Π,s1,s2, . . . ,sN),

where s1,s2, . . . ,sN are sensors, c∈R
2 is the position of the AP, andΠ : R

2×R
2 →R

is the associated minimum power function.

Definition 3 (Adjacency matrix) Given a sensor networkS = (c,Π,s1,s2, . . . ,sN),

with si = (xi ,Pi), i = 1, . . . ,N, its associatedadjacency matrixis given by

A(S ) ∈ R
N×N
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where

Ai j = A(S )i j =

{
1 if Pi ≥ Π(xi ,x j)

0 otherwise.

The complement of A(S ) corresponds to

Ā(S ) =

{
1 if Ai j = 0

0 otherwise.

The number of ones in the adjacency matrix is given by theadjacencyof sensor

networkS and denoted by|A(S )|. The complementary adjacency is given by the

number of zeros in the adjacency matrix and denoted by|Ā(S )|.
For each i= 1, . . . ,N ,we define the following two sets:

Ri , { j = 1, . . . ,N|A ji = 1}
Ti , { j = 1, . . . ,N|Ai j = 1}

which represent the sets of indices of the sensors that si can receive from and transmit

to, respectively. We denote byR i andT i the complements of these two sets.

In order to make the theoretical analysis feasible, a Zigbee WSN is described by

the following simplified model.

Assumption 2 (Simplified model)

1. Poisson generation: the traffic generated by each sensor in the network is mo-

deled as a homogeneous Poisson process [72]. The processes associated with

different sensors are independent of each other and have intensity g (dimen-

sion: [pck/s]) [73].

2. Limited CCA: before transmission, the i-th sensor waits for a random backoff

time, with average TB1 (dimension: [s]), and then checks if the channel is clear.

This clear channel assessment (CCA) is limited only to those sensors whose

indices lie in the setRi . In other words, the sensing is limited only to those

sensors that can effectively (i.e., with sufficiently high received power) transmit

to the i-th sensor. The CCA has a duration equal to TCCA.
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3. Infinite number of backoffs: if the channel is found busy, the current sensor

transmission is delayed by a random backoff time with average TB2 (dimension:

[s]). During the backoff period the traffic generation at the transmitting sensor

does not stop. There is no limit on the total number of subsequent backoffs that

a single packet transmission can incur.

4. Constant transmission length: each transmission has the same length Ttrans=

L/R, where L is the packet length (dimension: [b/pck]) and R is the transmis-

sion data rate (dimension: [b/s]).

5. Transmission turnaround time: after sensing, if the channel is found idle, each

sensor waits a turnaround time, denoted as TTAT (dimension: [s]), before start-

ing its transmission.

For each sensorsi (i = 1, . . . ,N) the following counting processes can be defined.

• Gi(t): the number of times that sensorsi has checked if the channel is clear in

the time interval[0, t].

• Bi(t): the number of times that a packet transmission of sensorsi has been

delayed, through the backoff mechanism, in[0, t].

• Ti(t): the number of times that a sensorsi has transmitted in[0, t] (counting

both successful and unsuccessful transmissions).

• Ei(t): the number of transmission errors incurred by sensorSi in [0, t].

For a counting processP(t), define the steady state intensity as follows:

F [P] , lim
t→∞,τ→0

E [P(t + τ)−P(t)]
τ

(3.24)

whereE[·] denotes expectation. We recall that for the stationary Poisson traffic gen-

eration processes, the steady state intensity is constant and denoted byg. In the fol-

lowing, we assume that the limit at the righthand side of Equation 3.24 exists for all

previously defined counting processes: this is equivalent to assuming that the network
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reaches a “steady state.” Under this hypothesis, the following equilibrium conditions

must be satisfied:

F [Ti ] = g (3.25)

F [Gi ] = g+F [Bi ]. (3.26)

Equation 3.25 states that, at steady state, the intensity of transmissions must be

equal to the intensity of traffic generation. Equation 3.26 states that, at steady state,

the intensity of channel sensing has to be equal to the sum of the intensities ofpacket

generations and backoffs.

The backoff traffic intensity can be expressed as follows:

F [Bi ] = F [Gi ]χi

whereχi represents the ratio between the numbers of backoffs and transmission at-

tempts. In this way, the processes{Ti(t)} and{Bi(t)} satisfy the following relations:

F [Gi ] = F [Bi ]+F[Ti ] =
g

1−χi
(3.27)

F [Bi ] =
χi

1−χi
g. (3.28)

The termχi can be equivalently interpreted as the probability, for theith sensor,

to assess that the channel is busy during the CCA. In order to derive a simple ex-

pression forχi , it is assumed that the processes{Ti(t)} are uncorrelated and Poisson.

This simplification is appropriate under low traffic conditions. In fact, in this case,

F [Bi ] << g and the processes{Ti(t)} are statistically very similar to Poisson traffic

generation processes. However, as it will be shown in Chapter 4, the estimated PER

obtained with these simplifications is close to that predicted by (realistic) simulations

also under relatively high traffic conditions.

Under the above simplifications,χi equals the probability of finding at least one

packet transmission event, during a time interval equal to the transmission length

Ttrans, in the set of independent Poisson processes{G j(t)} j∈Ri . In other words, one
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can write:

χi = lim
t→∞

P

{
max
j∈Ri

{Tj [t +Ttrans]−Tj [Ttrans]} > 0

}
.

In order to computeχi , it is worth remarking that the probability of finding no

packet transmissions from theith sensor in a time interval of lengthTtrans is given

by e−F[Ti ]Ttrans. Since the processTi is assumed to be Poisson and uncorrelated from

the other{Tj} j 6=i , the probability of finding no transmission events from the sensors

belonging toRi (i.e., those sensors that can be received by theith sensor) inTtrans is

given by

∏
j∈Ri

(e−F[Tj ]Ttrans).

In conclusion, the probability of finding at least one packet transmission event in

a time interval equal toTtrans from any of the sensors that can be received by theith

sensor is given by

1− ∏
j∈Ri

(e−F[Tj ]Ttrans).

Therefore,χi can finally be expressed as follows:

χi = 1− ∏
j∈Ri

(1−e−F[Tj ]Ttrans)

≃ ∑
j∈Ri

gTtrans

= g|Ri |Ttrans (3.29)

where we have used Equation 3.25 and approximated∏ j∈Ri
(1− e−gTtrans) with

∑ j∈Ri
gTtrans. The latter simplification holds under low traffic conditions, where

gTtrans<< 1. The notation|Ri | stands for the number of elements of the setRi . From

Equation 3.29, using the approximations 1/(1−χi)≃ 1+χi andχi/(1−χi)≃ χi , that

hold for small values ofχi , the following simplified expressions for network sensing

and backoff intensities can then be obtained:

F [Gi ] ≃ (1+∑ j∈Ri
gTtrans)g

F [Bi ] ≃ (∑ j∈Ri
gTtrans)g.
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In general, the number of transmission errors accumulated by sensorsi can be

written in the following form:

F [Ei ] = γiF [Gi ]+λiF [Ti ]+ηiF [Ti ]+κiF [Ti ] (3.30)

where the four terms at the righthand side can be characterized as follows. The term

γiF [Gi ] represents the intensity of transmission errors occurred due to the occupation

of channel by a packet transmission that could not be detected by theith sensor during

a CCA interval. The termλiF [Ti ] represents the intensity of transmission errors due

to interference from other sensors that cannot receivesi . The termηiF [Ti ] represents

the intensity of transmission errors resulted from another sensor beginning to trans-

mit whensi is waiting the turnaround time between the CCA and the transmission

act. Finally, the termκiF [Ti ] represents the intensity of transmission errors due to the

fact that other sensors can begin transmission in the first subinterval, oflengthTTAT ,

of a transmission act from sensorsi . In fact, if some other sensor begins transmission

during the turnaround time, it cannot detect the previous starting instant ofa trans-

mission bysi . The last two terms appearing in Equation 3.48 take into account the

transmission errors independent of the network connectivity and are significant in the

overall network error analysis.

Under the assumption of low traffic load and with the simplification that all rel-

evant processes are Poisson and independent, the coefficientγi in Equation 3.48 can

be approximated as follows:

γi = lim
t→∞

P{max
j∈R i

{Tj [t +Ttrans]−Tj [Ttrans]} > 0}

= 1− ∏
j∈R i

(1−e−F[Tj ]Ttrans)

≃ ∑
j∈R i

F [Tj ]Ttrans≃ |R i |Ttransg.
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Similarly, the coefficientλi in Equation 3.48 can be approximated as

λi = lim
t→∞

P{max
j∈T i

{G j [t +Ttrans]−G j [Ttrans]} > 0}

= 1− ∏
j∈T j

(1−e−F[G j ]Ttrans)

≃ ∑
j∈T j

F [G j ]Ttrans≃ |T j |Ttransg.

The coefficientηi in Equation 3.48 can be approximated as

ηi = lim
t→∞

P{ max
j=1,...,N

{Tj [t +TTAT ]−Tj [t]} > 0}

= 1− ∏
j=1,...,N

(1−e−F[Gi ]TTAT ) ≃ NgTTAT .

Finally, the coefficientki in Equation 3.48 is given by

κi = lim
t→∞

P{ max
j=1,...,N

{Tj [t +TTAT ]−Tj [t]} > 0}

= 1− ∏
j=1,...,N

(1−e−F[Ti ]TTAT ) ≃ NgTTAT .

Using the expressions found above for the coefficientsγi , λi , ηi andκi in Equa-

tion 3.48, the transmission error intensity can be approximated as

F [Ei ] ≃
[
(|T i |+ |R i |)Ttrans+2NTTAT

]
g2.

Therefore, the overall network error intensity can be estimated as follows:

N

∑
i=1

F [Ei ] ≃ (2|Ā(S )|Ttrans+2N2TTAT)g2

and the error probability, i.e., the ratio between the overall network error intensity

and the generation intensity (given byNg), becomes

Per =
∑N

i=1F [Ei ]

Ng

≃
(

2
|Ā(S )|

N2 Ttrans+2TTAT

)
Ng. (3.31)
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Equation 3.31 shows that, under the considered simplifying assumptions, the error

probability grows linearly with the network complementary adjacency|Ā(S )|.
In the following, we find an estimate of the average network delay. First of all,

we remark that if, after the first backoff, the channel is found idle, the total delay is

given by

Dmin = TB1 +TCCA +TTAT +Ttrans.

This is the minimum average delay that a packet incurs if the channel is found

idle at the first transmission attempt. If the channel is found busy, the sensor waits for

a backoff time with averageTB2, then senses the channel again. If, taking into account

the second transmission attempt, the channel is found idle for the second time, the

overall delay can be expressed asDmin +DBO, where

DBO = TB2 +TCCA.

This delay model is slightly different from that presented in Section 3.2.5 since, in

this case, we are considering higher packet generation rate and unslottedCSMA/CA.

Under the low traffic load assumption, the probability of having more than one

backoff during a single transmission act is negligible. Therefore, the average trans-

mission delay becomes

Di = Dmin +DBOγi = Dmin +DBO ∑
j∈R i

F [Tj ]Ttrans

≃ Dmin +DBO|R i |gTtrans

whereDBO is the average backoff time. The average network delay can then be ex-

pressed as

D =
∑N

i=1Di

N

≃ Dmin +DBO
|A(S )|

N
Ttransg. (3.32)

Equation 3.32 for the delay shows that the network delay depends linearly on the

network adjacency. We remark that, since we considered star topologies, the PER
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and delay statistics collected at each node are less significant than those calculated at

the AP, which instead provide a better description of the network behavior.Should

more complicated topologies be considered, the proper metrics need to be taken into

account.

In conclusion, under the low traffic load assumption, the PER and the delay at the

AP of a WSN can be estimated as follows:

Per ≃ (2|Ā(S )|
N2 Ttrans+2TTAT)Ng

D = TB1 +TCCA +TTAT +(TB2 +TCCA)(Ttrans
|A(S )|

N g).
(3.33)

3.3.2 Network Lifetime

An important parameter for a WSN is the network lifetime. This performance indi-

cator can be interpreted in several ways. For example, in [17] the network lifetime is

defined as the time interval at the end of which the probability of outage falls below a

maximum value than can be tolerated, on average, over the transmission links before

the network is declared dead. In particular, the network degradation (i.e.,the increase

of the probability of outage) is assumed to be caused by fading and battery depletion.

In [74], the network lifetime is related to the minimum number of sensors that need

to be active before declaring the network dead. More precisely, when the number

of active nodes drops to below this minimum number due to battery depletion, the

network dies.

In this section, the network lifetime is defined similarly to that proposed in [74].

More precisely, since we are focusing on power control, i.e. minimization of the total

transmit power for a given PER, we consider a definition of network lifetime based

on the overall residual energy in the network. If the overall residual energy at timet,

denoted asEres−net(t) is higher than a pre-defined threshold, which may depend on a

required network operational quality of service (QoS), then the networkis declared

alive. On the other hand, if the residual energy becomes lower than this threshold,

then the network is declared dead. We point out that this definition of residual energy

is slightly different from that presented in Section 3.2.6 since here we are not focusing

on the impact of the communication and sensing duty cycles. In this section, we are

interested only in the impact of the transmit power on the network residual energy.
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The network residual energy at timet can be expressed as:

Eres−net(t) = NEI−node−Econs−net(t)

whereEI−node is the initial per-node energy andEcons−net(t) is the average energy

consumed, at network level, up to timet. In order to evaluateEcons−net(t), one can

write:

Econs−net(t) = Pcons−nett = NPcons−nodet (3.34)

wherePcons−net is the average network-level consumed power andPcons−node is the

average consumed power at each node. When the proposed power allocation strategy

is used, the consumed power at each sensor is different. However, in order to simplify

the analytical model, we consider the average network-wide power consumed, then

we derive the average power consumed at each node. At this point, the evaluation

of the average network residual energy at any instant reduces to the evaluation of

Pcons−node.

In order to evaluatePcons−node, one can observe that it depends on the average

powers consumed by the nodes in each of the following possible states: (i) transmis-

sion (tx), (ii) reception (rx), (iii) CCA, (iv) BO, and (v) idle. We denote the average

percentages of time, in 1 s, spent by the nodes in each of the previous states as (i)

τtx_state, (ii) τrx_state, (iii) τCCA_state, (iv) τBoff_state, and (v)τidle_state, respectively. The

average power consumed at each node can then be evaluated as follows:

Pcons−node = τtx_statePtx_state+ τrx_statePrx_state+ τCCA_statePCCA_state

+τBoff_statePBoff_state+ τidle_statePidle_state. (3.35)

At this point, we simply need to evaluate (i) the percentages of time and (ii) the

powers appearing at the right-hand side of Equation 3.35. We start with thepercent-

ages of time. As stated, we refer to the percentages of time spent in the various states

within a 1 s interval. We remark that the assumption of a reference time equal to 1

s holds sincegTtrans≪ 1. In fact, if gTtrans≥ 1, each node would always be in the

transmission state, and the network would not function. Likewise, the other percent-

ages of times are all lower than 1 under the assumed low traffic load conditions. The



3.3. Adjacency Matrix-based Transmit Power Allocation Strategy 65

percentage of time spent by a node in the tx state can be computed as

τtx_state= gTtrans.

The percentage of time spent in the rx state for a generic nodei can be computed

as the sum of the transmission time percentages of the nodes which are within the

transmission range of nodei, i.e., from the nodes belonging toRi . Owing to the

previous derivations, this percentage of time does not depend on the particular node

and, exploiting the results in Equations 3.27 and 3.28, can be expressed asfollows:

τrx_state_i= ∑
j∈Ri

gTtrans= gTtrans|Ri | = gTtrans

N

∑
j=1

|A ji |.

The percentage of time spent in the CCA phase can be evaluated as

τCCA_state= F [Gi ]TCCA ≃
(

1+ ∑
j∈Ri

gTtrans

)
gTCCA =

(
1+gTtrans

N

∑
j=1

|A ji |
)

gTCCA.

The fraction of time spent in the BO state by a generic nodei, under the assump-

tion that the node experiences only a single BO before transmitting a packet, can be

written as

τBoff_state= F [Bi ]TB1 ≃
(

∑
j∈Ri

gTtrans

)
gTB1 =

(
gTtrans

N

∑
j=1

|A ji |
)

gTB1.

Finally, since the previous percentages of time have been evaluated with respect

to a reference interval that equals to 1 s, the percentage of time spent by anode in the

idle state can be expressed as

τidle_state= 1− (τtx_state+ τrx_state+ τCCA_state+ τBoff_state).

In order to evaluate the average power consumption in each state, we refer to

the results presented in [44], where the authors evaluate the power consumption of

a generic node equipped with a CC2420 radio. In particular, the currentconsump-

tion in the tx state depends linearly on the transmit power. The power consumption

in each state is shown in Table 3.1. These terms have been obtained as a linearin-
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Iidle_state 396 uA

Irx_state 19.6 mA

ICCA_state 19.6 mA

IBoff_state 396 uA

Itx_state_i 7.886Pi +0.009711 mA

Table 3.1: Current consumption in each state for a generic CC2420 radio module.

terpolation of the values presented in [44]. We point out that the dimension of the

coefficientPi is 1/V. The voltage reference for the evaluation of the consumed power

is VDD = 3 V. Given the current consumption, it is possible to derive the associated

power consumption by simply multiplying the current consumption by the reference

voltage. In this way, the values of the powers in the various states (excluding the tx

state) become:

Pidle_state = VDDIidle_state= 1.188mW (3.36)

Prx_state = VDDIrx_state= 58.8mW (3.37)

PCCA_state = VDDICCA_state= 58.8mW (3.38)

PBoff_state = VDDIBoff_state= 1.188mW. (3.39)

The power consumed in the tx state can be expressed as the arithmetic average of

the specific transmit powers used by all nodes in the network:

Ptx_state=
∑N

i=1 Itx_state_iVDD

N
=

∑N
i=1(23.598Pi +0.029133)

N
. (3.40)

Note that the values of{Pi} will be determined by the proposed power allocation

strategy. Obviously, if a uniform power allocation strategy is used, i.e.{Pi} are all

equal, the proposed derivation still holds.

3.3.3 Optimal Transmit Power Allocation

In this subsection, we discuss the following problem:
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Problem 1 (Transmission error optimization) Upon the assignment of a total

available transmit power Ptot for the sensor networkS , distribute it among the sen-

sors in the network in order to minimize the PER at the AP.

This problem is equivalent to minimizing the overall transmit power to guaranteea

desired PER at the AP.

Under low traffic load assumption, using Equation 3.33 on the PER, the solution

of Problem 1 is equivalent to the maximization of the adjacency|A(S )| of sensor

networkS . This fact allows to recast Problem 1 in the following form.

Problem 2 (Network adjacency maximization) Upon the assignment of a total

available transmit power Ptot for the sensor networkS , distribute it among the sen-

sors in the network in order to maximize the network adjacency|A(S )|.

Assign to each sensorsi a transmission powerPi > 0, i = 1, . . . ,N. Then, the

network adjacency is given by the following function:

|A(S )| = Qtot(P1,P2, . . . ,PN) = ∑
i=1,...,N, j=1,...,N

H(Pi −Π(xi ,x j)) (3.41)

where

H(x) =

{
1 if x≥ 0

0 otherwise

is the Heaviside function. We remark that the Heaviside functionH(Pi −Π(xi ,x j))

appearing in Equation 3.41 is 1 if theith sensor transmits with a power sufficient to

reach thejth sensor, and 0 if otherwise.

For each sensorsi , definePi as the following set of transmit power values:

Pi , {Π(xi ,x j), j = 1, . . . ,N, with j 6= i : Π(xi ,x j) ≥ Pmin,i}∪{Pmin,i} (3.42)

whereΠ(xi ,x j) is the transmit power with which sensorsi can reach sensorsj and

Pmin,i is the minimum power that allows theith sensor to reach the AP. According to

this definition, the setPi contains the value of the minimum transmit power required

by theith sensor to reach the AP, together with the values of the transmit powers that

allow si to reach the other sensors of the network and are higher thanPmin,i .
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The following property leads to the possibility of limiting the search of possible

transmit powers for a sensorsi to the setPi .

Proposition 1 For any set of transmit powers Pi > 0, i = 1, . . . ,N, there exists a set

of valuesP̄i ∈ Pi , such that

Qi(P̄1, P̄2, . . . , P̄N) = Qi(P1,P2, . . . ,PN), (3.43)

P̄i ≤ Pi , ∀i = 1, . . . ,N. (3.44)

Proof.

Define

P̄i , max{P∈ Pi : P≤ Pi}. (3.45)

Equation 3.44 follows immediately from Equation 3.45. Moreover, the function at the

righthand side of Equation 3.41 is piecewise constant with respect to any argument

Pi , discontinuous on those values in whichPi = Π(xi ,x j) for any j = 1, . . . ,N. From

Equations 3.42 and 3.45 it follows that functionQ is continuous in the set[P̄1,P1]×
[P̄2,P2] · · · [P̄N,PN] and therefore constant in this set. Hence, Equation 3.43 holds.�

Proposition 1 simply means that, in the ideal threshold detection hypothesis, it

is not convenient to allocate to sensorsi a transmit power that does not belong to

the setPi , since it would employ extra power without gaining extra connectivity.

For instance, in a network composed of 4 sensors, suppose that sensor 1 can reach

the AP using a transmit power of 0.5 mW, whereas it needs 1 mW to reach sensor

2, 2 mW to reach sensor 3, and 0.2 mW to reach sensor 4, respectively. Inthis case,

Pi = {0.5mW,1mW,2mW} contains the transmit powers that allow to reach the AP

and sensors 2 and 3. The optimal transmit power for the first sensor should be chosen

in this set. In fact, for example, it would be inconvenient to choose a transmitpower

of 1.5 mW instead of 1 mW, because the connectivity would be the same despite the

increased transmit power (sensor 1 would still reach the AP and sensors2 and 4).

The power allocation problem may be written in the following form.

Problem 3 (Discrete optimization problem) For each sensor i= 1, . . . ,N choose a

transmit power Pi ∈ Pi such that the function T(P1,P2, . . . ,PN) (defined by Equa-
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Number of sensors Mean [s] Std. Dev. [s]

10 0.040829 0.0064042

20 0.053216 0.00795104

50 0.17279 0.0730227

100 0.80042 0.336531

200 4.38015 1.46177

Table 3.2: Computation times for networks of different sizes. Results obtained with

Mosek 5 (64-bit version) with a Core 2 Duo CPU at 3.16 GHz and with 4 GB RAM.

tion 3.41) is maximized while satisfying the constraint

N

∑
i=1

Pi ≤ Ptot.

This problem corresponds to amultiple choice knapsack problem, which has been

extensively studied in the literature [75] and can be solved by standard computational

libraries, such as MOSEK [76]. It is well known that this problem is NP-complete and

the computation time increases very quickly as the number of sensors in the network

grows. However, this is a standard optimization problem and some recent tools allow

finding the exact solution in a reasonable time, in many cases of practical interest.

Table 3.2 shows the computation time (namely the mean value and the standard devi-

ation), in relation to the size of the sensor network, obtained with MOSEK 5 (64-bit

version) running over a Core 2 Duo CPU with a clock frequency of 3.16 GHz and

a 4 GB RAM. Furthermore, it is worth noting that accurate suboptimal solutionsto

problems of larger size (i.e. considering larger networks) could be obtained through

heuristic methods.

An illustration of how the proposed approach works is depicted in Figure 3.3,

whose legend is shown in Figure 3.4. When the transmit power budget is large

enough to allow each node to communicate with any other node (Figure 3.3a), all

bidirectional connections are active (solid lines, as shown in Figure 3.3a). When the

power budget is not large enough (Figure 3.3b), the proposed optimizedtransmit
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(a) (b)

Figure 3.3: Pairwise connections in a scenario withN = 10 nodes. Two values for

the total network transmit power are considered: (a)Ptot = 5 ·10−5 W and (b)Ptot =

2.5·10−5 W. In both cases, the proposed optimized power allocation strategy is used.

Figure 3.4: Graphical notation for communication links: (a) A and B communicate

with each other (bidirectional communication); (b) only A can transmit to B (monodi-

rectional communication).

power allocation strategy allocates the transmit power to the nodes in a way thatthe

number of 1’s in the adjacency matrix is maximized. This means that some connec-

tions may be missing (absence of connecting lines between the nodes) or become

monodirectional (half solid and half dashed lines, as shown in Figure 3.3b).

3.3.4 Extension to Multi-hop Scenarios

In this subsection, we will extend the results obtained for the single-hop case to scena-

rios with multi-hop communications. We assume that the network has a tree topology

and the root corresponds to the AP. The leaves of the tree are sensorswhich send the

generated packets to their respective parent nodes. The (intermediate)nodes which
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are not leaves may originate their own packets and send them to their respective

parent nodes together with the data received from their children nodes.All packets

generated by the nodes are transmitted towards the AP.

Let N be the total number of sensors in the network (including the access point,

which is denoted bysN). For each sensorsi (i = 1, . . . ,N−1), denote bydi the index

of the sensor to whichsi sends its packets.

Define the routing matrixR∈ R
n×R

n = (r i j ) as follows:

r i j =

{
1 if i = d j

0 otherwise.

Define also recursively, starting from the leaves, the following quantity ateach

node:

φi = 1+ ∑
j|i=d j

φ j

where the termφi represents the number of nodes (including nodei) in the sub-tree

which has nodei as root.

For each sensorsi , define, as in the single-hop case, the counting processesGi(t),

Bi(t), Ti(t), andEi(t). We also assume that the packets are generated at each node as

a Poisson process with intensityg.

Under the above assumptions, the following equilibrium conditions must be sat-

isfied:

F [Ti ] = g+ ∑
k∈si

(Tk−Ek) (3.46)

F [Gi ] = F [Ti ]+F[Bi ]. (3.47)

Condition (3.46) states that, at steady state, the intensity of transmission must be

equal to the sum of the intensities of generated and propagated traffic. Condi-

tion (3.47) states that at steady state the intensity of channel sensing is equal to the

sum of intensities of traffic and backoffs.

As in the single-hop case, all processesGi(t), Bi(t), Ti(t) andEi(t) are assumed

to be uncorrelated and Poisson. This simplification is clearly plausible only in low
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traffic conditions. In the following, we will denote withgi , bi , ti , ei the corresponding

intensities of these processes.

As in the single-hop case, the number of transmission errors of sensorsi can be

written in the following form:

F [Ei ] = γiF [Gi ]+λiF [Ti ]+ηiF [Ti ]+κiF [Ti ]. (3.48)

However, in this caseγiF [Gi ] represents the intensity of transmission errors due to

the fact then, whensi transmits, a sensor, which can reachsdi but notsi , begins trans-

mitting, thus generating a collision. The termλiF [Ti ], instead, represents the intensity

of transmission errors due to interference from other sensors that cancommunicate

with sensordi but cannot receive fromsi . The termηiF [Ti ] represents the intensity of

transmission errors made because any sensor which can reach the destination sensor

di begins any transmission whensi is waiting the TAT between CCA and transmis-

sion. Finally, the termκiF [Ti ] represents the intensity of transmission errors due to

the fact that any sensor which can reach the destination nodedi begins transmitting

in the first subinterval of lengthTTAT of a transmission of sensorsi . In fact, due to

the TAT, if some sensor begins transmitting in this time intervals, it cannot detect

the preceding starting instant of a transmission bysi . The last two terms appearing

in (3.48) take into account transmission errors which “penalize” the use ofa high

transmit power.

Under the assumption of low traffic load and with the simplification that all rele-

vant processes are Poisson and independent, the termγi in (3.48) can be computed as

follows:

γi = lim
t→∞

P

{
max

j∈R i∩Rdi

{Tj [t +Ttrans]−Tj [Ttrans]} > 0

}

that is

γi = 1−Π j∈R i∩Rdi
(1−e−F[Tj ]Ttrans)

≃ ∑
j∈R i∩Rdi

F [Tj ]Ttrans≃ ∑
j∈R i∩Rdi

t jTtrans.
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Similarly, the termλi in (3.48) can be expressed as

λi = lim
t→∞

P

{
max

j∈T i∩Rdi

{G j [t +Ttrans]−G j [Ttrans]} > 0

}

that is

λi = 1−Π j∈T j∩Rdi
(1−e−F[G j ]Ttrans)

≃ ∑
j∈T i∩Rdi

F [G j ]Ttrans≃ ∑
j∈T i∩Rdi

g jTtrans. (3.49)

The error due to other transmissions that can reach sensorsdi beginning during the

turnaround timeTTAT can be estimated as

ηi = lim
t→∞

P

{
max
j∈Rdi

{Tj [t +TTAT ]−Tj [t]} > 0

}

so that

ηi = 1−Π j∈Rdi
(1−e−F[Gi ]TTAT ) ≃ ∑

j∈Rdi

t jTTAT .

Finally, the error contribution due to other transmitters that begin transmitting in the

first subinterval of lengthTTAT is given by

κi = lim
t→∞

P

{
max
j∈Rdi

{Tj [t +TTAT ]−Tj [t]} > 0

}

and, therefore,

κi = 1−Π j∈Rdi
(1−e−F[Ti ]TTAT ) ≃ ∑

j∈Rdi

t jTTAT .

Remark that termsκi andηi penalize the use of high transmission power, since they

grow when the network adjacency increases.

Under the low traffic load hypothesis, the number of backoffs and transmission

errors is low andgi ≃ ti ≃ φi .
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Using these approximations, together with the expressions for the coefficients

γi , λi , ηi , andκi in (3.48), we obtain the following estimate for transmission errors

intensity:

F [Ei ] ≃







 ∑
j∈R i∩Rdi

φ j + ∑
j∈T i∩Rdi

φ j



Ttrans

+ 2 ∑
j∈Rdi

φ jTTAT



φi .

Therefore, the overall network error intensity can be estimated as follows:

N−1

∑
i=1

F [Ei ] ≃
N−1

∑
i=1







 ∑
j∈R i∩Rdi

φ j + ∑
j∈T i∩Rdi

φ j



Ttrans

+ 2 ∑
j∈Rdi

φ jTTAT



φi . (3.50)

Finally, the error probability is given by the ratio between the error intensity and the

generation intensity (given byNg).

In the multi-hop case, the expression of the error probability is more complicated

than the single-hop counterpart (3.31). Let

Ii(pi) = ∑
k|k/∈Ti ,dk∈Ti

φkφiTtrans.

The termIi depends only on setTi , which is a function of the transmission powerpi .

Moreover, define:
{

Ji(pi , p j) = φiφ jTTAT if i 6= j, j ∈ Ti anddi ∈ T j

Ji(pi , p j) = 0 otherwise.

In this way, minimizing the error probability is equivalent to finding the minimum of

function

T(p) =
N−1

∑
i=1

Ii(pi)+
N−1

∑
i, j=1

Ji(pi , p j) .



3.4. Clustered Networks Performance Analysis 75

This becomes a quadratic optimization problem with discrete variables, since the

transmit powers can assume only discrete values and the quadratic terms arepositive

(see Subsection 3.3.3, where a linear programming problem with discrete variables

has similarly been obtained in the single-hop case). This means that the optimal solu-

tion can be always found my means of branch-and-bound techniques. We have solved

this problem using the Matlab toolbox Yalmip [77], together with Mosek [76].

3.4 Clustered Networks Performance Analysis

In this section, we present a model for the performance analysis of clustered net-

works. In particular, we focus on the impact on network transmission rate and delay

of the required Quality of Service (QoS), expressed here as the percentage of RFDs’

deaths which can be tolerated by the network before being declared dead[78]. We

consider for the analysis both clustered and unclustered topologies. In addition, we

introduce an analytical model for the derivation of the probability of decision error

Pe in the presence of data fusion. In Chapter 4, this model will be confirmed through

the use of the Opnet simulator.

3.4.1 Network Tolerable Death Level

A critical issue in wireless sensor networking is the network lifetime, since nodes are

typically equipped with a limited-energy battery and may be subject to failures. First,

one has to define when the network has to be considered “alive,” and several defini-

tions have been proposed in the literature. In general, the network can beconsidered

alive until a proper QoS condition is satisfied. Obviously, the more stringentthis QoS,

the shorter the network lifetime. In this section, we consider, as network lifetimeQoS,

the percentage of RFDs’ deaths at which the overall network is assumed tobe dead.

This percentage is defined asnetwork tolerable death leveland we denote it with

χnet. This choice is motivated by the fact thatχnet quantifies the intuitive idea that

a minimum number of observations (or a minimum spatial density of observations)

may be required for proper network operations. In other words, if the lifetime QoS

condition is stringent, the network is considered dead just after few RFDs’deaths.
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According to results in the field of reliability theory [79], we model the lifetime of

a single RFD as an exponentially distributed random variable with mean value equal

to 300 s. We point out that our approach can be extended to account for any RFD

lifetime distribution. In [80] the authors show the same results, considering arbitrary

instead of specific time units, e.g., seconds, hours or days. In particular they confirm

that the analysis, carried out here for a mean value equal to 300 s, is validalso for

different values of average lifetime. We also point out that this definition is compliant

with the lifetime definitions presented in Section 3.2.6 and Section 3.3.2. In fact, in

this section we are dealing with arbitrary time units and exponential distribution of

the lifetime of each RFD, but we could remove these assumptions and consideras

energy depletion model the above presented lifetime analytical models.

3.4.2 Possible Network Configurations

In order to allow the deployment of large-scale networks, the sensors maybe grouped

into clusters, i.e., they transmit their data to intermediate nodes (denoted ascluster-

heads), which may properly modify these data and relay them to the coordinator [80].

An illustrative representation of some of the network configurations of interest

with N = 16 RFDs is given in Fig. 3.5. In particular, the presented schemes can be

grouped into two main classes: (i) networks withuniformclusters (all clusters have

the same number of sensors, as in Fig. 3.5 (a)) and (ii) networks withnon-uniform

clusters (the dimensions of the clusters may vary, as in the cases in Figs. 3.5 (b), (c),

and (d)). In the scenarios with uniform clustering, the considered network configu-

rations include: (i) one 16-node cluster and no relay (i.e., direct transmission from

each RFD to the AP); (ii) one 16-node cluster with one relay (i.e., transmissionfrom

each RFD to the AP through a relay); (iii) two 8-node clusters with two relays (one

relay per cluster); (iv) 4 4-node clusters with 4 relays (one relay per cluster); and

(v) 8 2-node clusters with 8 relays (one relay per cluster). In the simulations with

non-uniform clustering, instead, the adopted network configurations are: (i) 8-2-2-2-

2 with 5 relays (i.e., the network is divided into 5 clusters, one formed by 8 RFDs

and each of the other four formed by 2 RFDs, and each cluster is connected to the

AP through a relay); (ii) 10-2-2-2 with 4 relays (i.e., the network is dividedinto 4
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Figure 3.5: Illustrative clustered topologies: (a) uniform with 4 clusters and 4 relays,

(b) non-uniform with a 10-2-2-2 configuration with 4 relays, (c) non-uniform with a

14-1-1 configuration and 3 relays, and (d) non-uniform with a 14-1-1configuration

and 1 relay. The nodes denoted with “R” are only dedicated to relay packets from

the RFDs to the AP, whereas the nodes denoted with “FC” are also used to fuse data

received from the RFDs.

clusters, one formed by 10 RFDs and other formed by 2 RFDs each, connected to

the AP through a relay), as shown in Fig. 3.5 (b); (iii) 14-1-1 with 3 relays (i.e., one

cluster is composed by 14 RFDs and two clusters are composed by one nodeeach),

as shown in Fig. 3.5 (c); and (iv) 14-1-1 with 1 relay (i.e., only one clustercomposed

by 14 nodes and connected to the AP through a relay, while the other two RFDs com-

municate directly to the AP), as shown in Fig. 3.5 (d). The network configurations

adopted in the scenarios with 64 RFDs are similar to those in the case with 16 RFDs,

except for the fact that the number of nodes in each cluster is quadruplicated (e.g.,
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the configuration 14-1-1 with 3 relays is replaced by the configuration 56-4-4 with 3

relays).

The delay in the presence of relays is given by the sum of two terms: (i) the

average1 transmission delay between the RFDs and the relay and (ii) the average

transmission delay between the relay and the AP. In particular, the first delay is cal-

culated as the arithmetic average of the delays introduced by all relays. Forexample,

in the 14-1-1 scenario with only one relay node (shown in Fig. 3.5 (d)), thedelay is

computed as follows:

D ≃ 1
16

16

∑
i=1

Di =
1
16

[DAP +DAP +14· (DAP +Drelay)] = DAP +
14
16

·Drelay (3.51)

whereDAP is the average delay of a direct transmission to the AP (either from an

RFD or the relay) andDrelay is the delay introduced by the communication from an

RFD to the relay.

3.4.3 Sensing and Data Fusion

In this subsection, we summarize the data fusion mechanism proposed in [81], which

will be used in our simulator. The reader is referred to [81] for more details. In ge-

neral,N remote sensors (namely, the RFDs) observe (in anoisymanner) acommon

binary phenomenonH, defined as

H =

{
H0 with probability p0

H1 with probability(1− p0)
(3.52)

wherep0 , P(H = H0). Throughout this section, we will consider equally distribu-

ted phenomena, i.e.,p0 = 1/2. As previously introduced, the RFDs may be clustered

into nc < N groups, and each RFD communicates only with its corresponding re-

lay, which acts as a fusion center (FC). The FCs collect data from the RFDs in their

corresponding clusters and make local decisions on the status of the binary phenome-

non. Then, each local FC transmits over an ideal wireless channel to the coordinator,

1In the following, the expectation is computed over the simulation time.
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which makes the final decision. Being the observed signal the same acrossthe RFDs

and assuming that the observation noises are Gaussian and independentwith the same

distributionN (0,σ2), the common signal-to-noise ratio (SNR) at the sensors can be

defined as follows [81]:

SNR=
s2

σ2 (3.53)

wheres is the intensity of the observed signal. Each sensor makes a decision com-

paring its observationr i with a threshold valueτi and computes a local decision

ui = U(r i − τi), whereU(·) is the unit step function. In order to optimize the sy-

stem performance, the thresholds{τi} need to be optimized. Even though, in general,

a common value of the decision threshold for all sensors might not be the best choice,

in the following we assume a fixed (optimized) threshold valueτ equal tos/2 [81].

Uniform Clustering

In a scenario withuniformclustering, the sensors are grouped into identical clusters,

i.e., each of thenc clusters containsdc sensors, withnc ·dc = N. An illustrative exam-

ple, in a scenario withN = 16 andnc = 4, is given in Fig. 3.5 (a).

The fusion rules at both the FCs and the AP are majority-like fusion rules with

the fusion thresholds set, respectively, tok andkf . Using a combinatorial approach

(based on the repeated trials formula [68]) and taking into account the majority-like

fusion rules, the probability of decision error at the coordinator can be expressed as

follows [81]:

Pe = P(Ĥ = H1|H0)P(H0)+P(Ĥ = H0|H1)P(H1)

= p0bin(kf ,nc,nc,bin(k,dc,dc,1−Φ(τ)))

+(1− p0)bin(0,kf −1,nc,bin(k,dc,dc,1−Φ(τ −s))) (3.54)

whereΦ(x) ,
∫ x
−∞

1√
2π exp(−y2/2)dy and

bin(a,b,n,z) ,
b

∑
i=a

(
n
i

)
zi(1−z)(n−i) .
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Non-Uniform Clustering

In this case, the RFDs do not aggregate regularly. In particular, thei-th cluster has

sized(i)
c (i = 1, . . . ,nc) and it hods that∑nc

i=1d(i)
c = N. Since the RFDs are not equally

distributed among the clusters, the optimized decision thresholds at the RFDs could

depend on the considered cluster. We remark that the fusion rules at the FCs and the

AP are majority-like fusion rules with proper values of the fusion thresholds, as in

Subsection 3.4.3.

Let us definep1|1
ℓ (p1|0

ℓ , respectively) as the probability that theℓ-th FC decides

for H1 whenH1 (H0, respectively). After a few manipulations, it can be shown that

the probability of decision error can be expressed as follows [81]:

Pe = p0

nc

∑
i=kf

(nc
i )

∑
j=1

nc

∏
ℓ=1

{string(i, j, ℓ)p1|0
ℓ +(1−string(i, j, ℓ))(1− p1|0

ℓ )}

+(1− p0)
kf−1

∑
i=0

(nc
i )

∑
j=1

nc

∏
ℓ=1

{string(i, j, ℓ)p1|1
ℓ +(1−string(i, j, ℓ))(1− p1|1

ℓ )}(3.55)

where string(i, j, ℓ) = 1 if there is a “success” (corresponding to a decision, at an FC

or at the coordinator, in favor ofH1), whereas it is 0 if there is a “failure” (corre-

sponding to a decision, at an FC or at the coordinator, in favor ofH0). In other words,

string(i, j, ℓ) is an auxiliary binary function used to distinguish, in the repeated trials

formula [68], between a success and a failure. It can be shown that (3.55) reduces to

(3.54) in the presence of uniform clustering [81].

3.5 Concluding Remarks

In this chapter, we have presented a global analytical framework which allows to

optimally tune the node parameters in order to: (i) reduce the probability of missed

detection of an incoming target and minimize the latency of alert notification after

a target detection, (ii) minimize the collisions between the packets at the AP of the

network, and (iii) maximize the lifetime of the network according to a given QoS. In
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the following, we will confirm the validity of our models, showing some performance

results obtained applying the analytical models presented in this section.





Chapter 4

Performance Evaluation

4.1 Introduction

In this chapter, we will present the performance results of the analytical framework

presented in Chapter 3. Whenever possible, the theoretical results will becompared

to those obtained through either the simulator or the experimental testbed, in order

to effectively check the validity of the described framework. In particular, the use of

a simulator is useful to simplify the analysis of the performance of a WSN because

it is possible to (i) simulate the behavior of the network even in the presence ofa

large number of nodes (which may not be available in the reality) and (ii) reduce

the duration of the analysis since it is possible to “virtualize” the time. The analytical

framework allows also to derive a strategy to improve the performance of therequired

indicators according to some given constraints.

The structure of this chapter is the following. In Section 4.2 we introduce the

structure of the simulator and we will introduce the main characteristics of the im-

plemented models. In Section 4.3, we present the performance of the targetdetection

model, together with an approach for optimally tuning the node’s physical parame-

ters. In Section 4.4, we show the performance of the adjacency-based power alloca-

tion strategy. In Section 4.5, we describe the results of both the data fusion mechanism

and the cluster approach. Finally, Section 4.6 concludes this chapter.
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4.2 The Opnet Simulator

Since the experimental validation of the analytical results sometimes requires a large

number of nodes, which often are not available, a possible solution is the use of a

simulator, which models the implementation of the layers of the ISO/OSI standard.

The simulator that we have used is the Opnet Modeler [82], since it provides for both

the slotted and the unslotted models of a IEEE 802.15.4 device.

The Opnet model has a hierarchical structure. In particular, it is possible to dis-

tinguish between three different tiers: (i) network, (ii) node, and (iii) process tier. The

node model specifies object in network domain, whereas the process model specifies

object in node domain. In particular, in the network domain it is possible to physically

place the nodes, setting the distances between them, their speed and the communica-

tion links. In the node model, instead, it is possible to configure the internal queues of

the node and the transceivers interfaces, whereas in the process domain, there is the

C implementation of the algorithms which govern the layers of the ISO/OSI stack.

This third layer is modeled as a finite state machine, whose transitions are due to the

occurrence of events, that is particular activities which occur at a certain time. For

example, an event can be associated to the reception of a packet from a remote node

or from a different layer of the ISO/OSI stack, or to the expiration of an internal timer.

The Opnet modeler is a discrete event simulator. This means that simulation time

progresses only when an event occurs. We point out that the simulation timeis diffe-

rent from the real time. Since the simulation time is not continuous, when an event oc-

curs, the simulator , after executing the instructions associated to the event, “jumps”

to the following event or, more precisely, to the time instant associated to the next

scheduled event. Therefore, the real time interval between two subsequent events is

skipped by the simulator. Conversely, when no events are scheduled, thesimulation

time does not progress.

The Opnet simulator allows to manage different types of packets. Normally, the

packets carry unformatted data, that is no information is transmitted within the pack-

ets. However, it is also possible to transmit formatted data, which will be processed

by the destination node.
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In this chapter, we introduce only the model which refers to the unslotted im-

plementation of the IEEE 802.15.4 standard, since the performance results presented

here refers to the unslotted version of the CSMA/CA protocol. Conversely, the inte-

grated RFID-controlled model is based on the slotted version of the IEEE 802.15.4

standard, which is presented in Chapter 5.

The basic unslotted model of the IEEE 802.15.4 is a built-in Opnet model created

at the National Institute of Standardization and Technologies (NIST) [83]. The main

characteristics of the unslotted version of the IEEE 802.15.4 implementation of the

protocol are the following:

• no difference between FFD and RFD nodes;

• no implementation of router nodes;

• standard implementation of the CSMA/CA protocol, as described in Sec-

tion 2.4;

• optional transmission of acknowledgment (ACK) messages;

• there is no attenuation on the transmission of the packet, that is two packets are

lost only in the case of collisions;

• the channel is modeled as an infinite buffer;

• no modelization of the energy consumption of the node.

Since no router nodes are implemented in the basic model of the IEEE 802.15.4

standard, we have developed a node which “relays” the received packets towards the

AP node. As soon as the relay node receives the packet, it tries to retransmit it towards

the AP using the CSMA/CA MAC algorithm. When required, this nodes can also act

as cluster-heads of the cluster. In addition, this node can also fuse the information

received by the RFDs associated to it.
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4.3 Target Detection Performance

In this section, we present the performance related to the theoretical modelpresented

in Section 3.2. We first validate, through simulations, the analytical model for the

determination of thePmd of a target crossing the monitored area1. Then, we compare

the latency performance of the proposed model with the results carried outthrough

an experimental testbed. Finally, after providing some results related to the simpli-

fied energy model, we introduce the optimization framework, which allows to tune

the node’s parameters in order to maximize/minimize the required performance indi-

cators.

4.3.1 Validation

In order to validate the analytical framework, we analyze the probability of missed

detectionPmd through simulations. The reference model for the simulation set-up

has been described in Sec. 3.2.2. In order to reduce possible statistical fluctuations

due to random node placement and random trajectory of the target, the simulations

have been repeated 1000 times over 1000 different scenarios. In Fig.4.1, we show

Pmd as a function ofβsens, considering different values ofrs. The number of nodes is

N = 50 and the speed of the target isv = 15 m/s. As the intuition may suggest, the

longer the sensing range, the higher the probability of detecting any incomingtarget.

When the value ofβsensbecomes small, the target can cross the sensed area during

the sleep period of the sensor without being detected, thus increasing the probability

of missed detection. In Fig. 4.1, the simulation results (solid lines) are comparedwith

the theoretical ones (dashed lines). The results show a good agreementbetween the

two models, especially for large values ofrs, confirming the validity of the analytical

model.

In Fig. 4.2, we evaluatePmd as a function ofβsens. In all cases, the target speedv is

set to 15 m/s. In this case as well, the same considerations carried out for Fig. 4.1 hold.

WhenTsensis sufficiently small,βsenshas a limited impact onPmd. On the opposite,

1We point out that the simulations carried out in this section are obtained through a specifically

designed simulator and not through the use of the Opnet simulator.
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Figure 4.1: Simulation (solid lines) and analytical (dashed lines)Pmd results as func-

tions of the duty cycleβsensconsidering different sensing ranges. The target enters

with speedv = 15 m/s a monitored area ofds = 1000 m side, whereN = 50 sensors

are randomly deployed.

the largerTsens, the larger the impact ofβsens. Whenβsens= 1, the sensing period has

no impact on the performance on the system. Instead, whenβsens< 1, a largerTsens

leads to a largerPmd, because it is more likely that the target cross the sensed area

during the sleep phase of the sensor, without being detected. Also in this case, there is

a good agreement between the simulation (solid lines) and theoretical (dashed lines)

curves.

4.3.2 Latency after Detection

In order to verify the analytical model of the multi-hop alert transmission latency,

we have run a set of experimental tests with a testbed of 4 Crossbow MicaZ nodes
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Figure 4.2: Simulation (solid lines) and analytical (dashed lines)Pmd results as func-

tions of the duty cycleβsens, considering different period lengthsTsens. The size of the

area isds = 1000 m, in whichN = 50 sensors, with sensing range equal tors = 50 m,

are randomly placed. The speed of the target isv = 15 m/s.

deployed in chain topology. The first node injects a packet every 2 s. Each subsequent

node forwards the packet to its neighbor until the packet reaches the last node, which

reverses the transmission’s direction. We have measured the round trip time ranging

Nhop from 2 to 6, andβcomm to either 0.067, 0.1 and 0.2.2 For each pair of values, we

compute the average latency as the mean round-trip time of 100 samples, along with

the 95% confidence interval. In Fig. 4.3, a comparison between the theoretical and

experimental results is shown. The curves are quite close, even though agap appears

whenβcommbecomes lower and the duration of the sleep interval increases. This may

2These values ofβcomm correspond to a static active period of 8ms andTcomm respectively equal to

120ms, 80ms and 40ms.
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Figure 4.3: Latency as a function of the number of hops traversed by a packet. Both

(i) experimental (dashed lines) and (ii) theoretical results (solid lines) arepresented.

come from the unavoidable alignment of sleep schedules on the packet’s way back,

which tends to reduce the latency for large values of sleep interval durations, i.e.,

small values ofβcomm. In the context of the reference scenario, the experiments show

the validity of the analytical model, so that the latency can be roughly approximated

asD ≃ Nhop(1−βcomm)Tcomm/2.

4.3.3 System Engineering

This subsection illustrates the use of an engineering toolbox for optimally configuring

the network. First, we investigate the space of optimum configuration solutionsunder

the perspective of the trade-offs faced by the kind of WSN under consideration. Then,

we present an application case in which a given surveillance system is optimally

configured to maximize the sustainability of the network, i.e., it lifetimeL, under
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certain quality of service requirements in terms of probability of missed detection

(Pmd) and latency for alert transmission to the AP (D).

The engineering toolbox consists of the three expressions derived in previous

sections forPmd, L, andD. As equations (3.11) and (3.22) are not linear, standard

optimization techniques for linear programming cannot be used. However, the three

equations identify a convex set, which makes gradient-based optimization techniques

feasible [84]. When two or more functions need to be optimized, we used multi-

objective optimization techniques, which allow to simultaneously optimize conflict-

ing objective functions subject to certain (if any) constraints. Throughout this section,

the target arrival rateNtarget is fixed to 10 targets per day.

System Trade-offs

This subsection investigates the space of optimum configuration parameters (number

of nodesN, duty cyclesβcomm andβsens), using unconstrained optimization, to high-

light the trade-offs faced by the considered WSN. In order to solve the optimization

problem, we choose a Pareto-compliant ranking method based on evolutionary tech-

niques, namely the Non-dominated Sorting Genetic Algorithm-II (NSGA-II) [85].

Fig. 4.4 shows the result of the joint optimization of the three objective functions,

namely latency, lifetime, and probability of missed detection. These results showthat

the longer the latency or the higher the probability of missed detection, the longer the

lifetime. In particular, when the latency is short, i.e., the nodes must have the commu-

nication interfaces on for a large portion of the intervalTcomm, the lifetime is affected

mainly by the duty cycleβcomm, so that the impact ofβsensis negligible. On the other

hand, for long latency values the nodes can keepβsens low, and, consequently the

impact ofPmd is far more pronounced.

The important outcome of the results in Fig. 4.4 is that it provides details about

the optimal network configuration, since tuning the network with the parametersde-

rived from the execution of the NSGA-II algorithm guarantees that the network per-

formance is not biased toward one of the performance indicators.3

3TheD axis ends at 0.2 s because the maximum latency value, which is associatedto the smallest

value ofβcomm (i.e., 0.0025) allowed by the X-MAC protocol, is 0.15 s over the considered average
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Figure 4.4: Joint optimization ofD, Pmd, andL. No constraints are imposed.

An Application Case

This subsection investigates a realistic use case where one wants to maximize the

lifetime of a given WSN according to given constrained maximum values ofD and

Pmd, denoted asP∗
md andD∗, respectively. This case consists of the optimization of a

single-objective function, given constraints on the two other functions. The optimal

parameters can be evaluated using single-objective convex programming techniques.

The fmincon Matlab toolbox or the optimization approach presented in Subsec-

tion 4.3.3 can be used. In Fig. 4.5, the lifetime of the network has been maximized

under the constraintsPmd < P∗
md andD < D∗. The optimization has been carried out

considering several values ofP∗
md andD∗. In particular, for each considered pair of

values, we have evaluated the maximum allowed lifetime that can be obtained. Of

course, the more stringent the requirements onD andPmd, the shorter the longest

achievable lifetime. In fact, in the case of small values ofP∗
md andD∗, a sensor must

keep on its sensing interface (to minimizePmd andD) and its communication inter-

face (to minimizeD) for a large portion of the period, so that the energy consumption

increases and the lifetime reduces. On the other hand, when the requirements are less

3-hop path.
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Figure 4.5: Lifetime maximization under probability of missed detection (P∗
md) and

latency (D∗) constraints.

stringent, the sensing and communication interfaces can be switched off fora longer

portion of the period and, consequently, the lifetime increases.

Focusing on the shape of the surface, generated by interpolation of the simulation

results, it is possible to understand the contribution of both sensing and communi-

cation operations. For a given value ofP∗
md, one can observe that the shape of the

projection of the network lifetime over theD∗−Lmax plane remains the same. In the

case of the joint optimization of the three metrics, the maximum latency is limited

to 0.15 s, and this is why theD axis ranges between 0 s and 0.2 s. In this case, in-

stead, theD∗ andP∗
md axes refer to the constraints required by a given application

and, therefore, they can range in a wider interval. When the latency requirements are

stringent, the lifetime is short. Obviously, if if the latency requirements are relaxed,

the lifetime increases till saturation to a value which depends onP∗
md. A short latency

corresponds to a short network lifetime, since (i) the power consumed during recep-

tion is several orders of magnitude larger than the power consumed in the sleep phase

and (ii) the communication interface of each node must be on for a large portion of

the communication periodTcomm in order to ensure that a packet is delivered to the

AP in a short time. The impact of the latency onLmax becomes negligible, i.e., the
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lifetime saturates, with respect toD∗, whenD∗ ≃ 0.15 s. In fact, this value corre-

sponds to the minimum allowed value ofβcomm that guarantees that a preamble is

correctly received in order for a communication to start. Therefore, larger values of

D∗ has no impact on the latency, since lower values ofβcomm cannot be selected.

Focusing on theP∗
md−Lmax plane, it turns out that the power consumption due to

sensing operations is basically negligible when the latency requirements are limited.

In fact, the power consumption associated with the sensing interface is one order of

magnitude lower than that related to the reception operations. When the maximum

tolerable latency becomes longer than 0.15 s, the power consumption related tothe

communication interface remains constant and the lifetime is affected only by the

sensing power consumption. In this case, the lowerP∗
md (i.e., the more stringent the

constraint on the probability of missed detection), the higher the energy consumption,

since a seismic sensor must be on for a longer interval.

Unlike the case with joint optimization (with three objective functions) conside-

red in Fig. 4.4, in this case the parameters associated with the given values ofD∗

andP∗
md may not lead to optimum network configuration, even if the lifetime is max-

imized. In fact, the solution obtained with a single objective minimization may lead

to a “dominated” network configuration, i.e., a solution where one performance in-

dicator is dominating over the others. This approach, however, guarantees that the

network parameters are correctly configured and that no energy is wasted by the

nodes during their communication/sensing operations.

4.4 Adjacency Matrix-based Transmit Power Allocation

Strategy

In this section, we present the results of the power allocation strategy presented in

Section 3.3. We first present the Opnet model that we have considered for our sim-

ulations. Then, we show the performance of the Zigbee networks, in terms of PER,

delay, and network lifetime, focusing on the impact of the adjacency matrix structure,

the traffic load, and the used power allocation strategy.



94 Chapter 4. Performance Evaluation

(a) (b)

(c) (d)

Figure 4.6: Considered network topologies withN = 20 nodes.

4.4.1 Considered Opnet Model

The simulations have been carried out with the Modeler package of the Opnet simu-

lator [82] and a built-in Zigbee network model designed at the National Institute of

Standards and Technologies (NIST) [83]. We have considered a scenario whereN

nodes transmit directly to the AP. In particular, the considered topologies for N = 20

are shown in Figure 4.6, whereas those forN = 10 are shown in Figure 4.7.

More precisely:

• in Figure 4.6 (a),N = 20 nodes are randomly deployed over a 100 m2 square
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(a) (b)

Figure 4.7: Considered network topologies withN = 10 nodes.

area (the width of the side of the surface will become meaningful for the typ-

ical values of the transmit power considered in the following. Moreover, the

maximum transmission range allowed by the Zigbee standard is 100 m) and

are approximately concentrated towards the external perimeter of the surface

(we point out that the considered surface forN = 10 sensors is smaller than

that forN = 20 sensors);

• in Figure 4.6 (b),N = 20 nodes are deployed over the same surface as before,

but present a few cluster and isolated nodes;

• in Figure 4.6 (c),N = 20 nodes are placed in order to form four small groups

and only one node is isolated from the others;

• in Figure 4.6 (d),N = 20 nodes are placed over a regular grid and form two

“triangular” grids which converge at the AP;

• in Figure 4.7 (a),N = 10 nodes are approximately at the same distance from

the AP and form small groups isolated from each other;

• in Figure 4.7 (b),N = 10 nodes are clustered in groups of two. In particular,

four pairs of nodes are placed near the AP, whereas the remaining pair isfar
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from the AP.

We believe that the considered topologies are representative of a large set of pos-

sible WSN topologies. However, we remark that the proposed framework can be

applied to a WSN with a generic topology.

Since the proposed power allocation strategy aims at PER minimization, we have

considered the network topology presented in Figure 4.8 (a) to highlight the perfor-

mance gain given by the proposed adjacency-based power allocation scheme.

In order to highlight the impact of the proposed power allocation strategy onthe

network lifetime, we have considered two scenarios withN = 10 nodes randomly de-

ployed over a 10 m2 square surface and over 50 m2 square surface. These topologies

are shown in Figure 4.8 (b) and Figure 4.8 (c), respectively.

Since the NIST Zigbee network Opnet model was developed to analyze the coex-

istence between IEEE 802.15.4 and IEEE 802.11 standards in small environments, it

did not take into account signal attenuation [86]. In our simulations, instead, we have

neglected the impact of co-existing IEEE 802.11 networks and we have introduced

the channel attenuation according to the Friis propagation model. In particular, the

Friis formula is given by Equation 3.23 and we assumeGr = Gt = 1 (omnidirectional

antennas),λ = 0.125 m (fc = 2.4 GHz), andα = 2.1. In all cases,r is shorter than

100 m, which is the maximum transmission range allowed by the Zigbee standard.

If the received power is higher than a pre-defined threshold, fixed to−90 dBm, the

nodes can exchange packets.

For each of the considered topologies, the distance between the nodes and con-

sequently the power attenuation is computed offline on the basis of the coordinates

of the nodes. These values are then used to fill the adjacency matrix. In particular,

consider a pair of nodes(si ,sj) with i 6= j: if si is sufficiently close to transmit to

sj , we insert a “1” in the corresponding entry of the adjacency matrix (i.e. theith

row and thejth column); otherwise, we mark the absence of communication with

a “0”. We remark that the communication links may be asymmetric: even ifsi can

communicate withsj , the opposite may not hold. The distances between the nodes

are also used to determine (i) the minimum (per-node) transmit power which allows

each node to reach the AP and (ii) the maximum transmit power which guarantees
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(a) (b)

(c)

Figure 4.8: Network topologies withN = 10 nodes randomly deployed over a 10

m2 square surface, used for (a) PER comparison and (b) evaluation of the network

lifetime. (c) Network topology withN = 10 nodes randomly deployed over a 50 m2

square surface, used for the evaluation of the network lifetime.

that each node can reach any other node in the network.

The Zigbee standard provides indications about the values of the main network

parameters introduced in Chapter 2. The values of the relevant parameters for our

simulations are shown in Table 4.1. We remark that the Opnet simulator expresses all

time-related parameters as multiples of the fundamental time unit, which corresponds

to the inverse of the transmission data rateR. The simulations have been repeated sev-

eral times with different seed initialization parameters in order to ensure that possible
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Table 4.1: Parameters of the Zigbee standard.
Fundamental time unit 4µs

LIFS 640µs

TCCA 128µs

ACK window duration 864µs

TTAT 192µs

TB 320µs

L (packet length) 512 (payload) + 120 (header) bits

statistical fluctuations are avoided. The Opnet simulator also stores into log files the

values of important metrics related to (i) packet transmission, such as the numbers of

correctly received packets and noisy packets, and (ii) packet generation, such as the

numbers of sent packets and dropped packets.

We remark that the simplified theoretical model presented in Section 3.3.1 is

compliant with the simulation model just described.

4.4.2 Performance Analysis

In this subsection, we present the performance results in the presence of transmit

power control. In particular, we focus on the following key performanceindicators:

(i) PER, (ii) delayD (dimension: s), and (iii) network transmission rateS (dimen-

sion: bit/s). The delay is defined as the average time interval between transmission

and correct reception instants of a data packet. The network transmissionrate is de-

fined as the number of bits correctly received by the AP per unit of time. In addition,

we present the performance results, in terms of residual energy, of theproposed power

allocation strategy by comparing them with those obtained by the power allocation

strategy proposed in [17].

The simulations have been carried out using different values of the overall net-

work transmit power and, consequently, different values of the transmitpowers allo-

cated to the sensors. In particular, we have considered two possible transmit power
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allocation strategies: (i) each node has the same transmit power (uniform power al-

location); (ii) the transmit power varies from node to node and is allocated using the

strategy presented in Subsection 3.3.3; (iii) the transmit powers are allocatedaccor-

ding to the strategy proposed in [17]. In all cases, the obtained simulation results

are directly compared with the results predicted by the theoretical model. In fact,

referring to the scenarios shown in Figure 4.6 and Figure 4.7, we have first set the

same transmission power at each node in order to allow (a) each couple of nodes

to communicate with each other (the used transmit power is denoted asPmax
t ) and

(b) each node to reach at most the AP (the per-node transmit power is denoted as

Pmin
t ). In the following, we will denote as{Pi}, i = 1, . . . ,N the transmit powers as-

signed to the nodes using the proposed power allocation strategies, and denote the

overall available power asPtot. In particular, we will denote asPmax
tot = Pmax

tot /N the

overall transmit power that guarantees that each node, using the same transmit power

of Pmax
t = Pmin

tot /N, can transmit to any other node. Similarly, we will denote asPmin
tot

the overall power that guarantees that each node, using a transmit power of Pmin
t , can

reach at most the AP. We also remark that, in any case, the following conditionwill

hold:
N

∑
i=1

Pi ≤ Ptot.

4.4.3 Validation of the Analytical Model

Through simulations, we first validate the assumptions, behind the analytical model,

of neglecting the impact of the backoff exponents on the network performance. We

have compared the PER in a scenario withN = 20 nodes, different values of the

backoff exponent and without the use of ACK messages. The results are shown in

Figure 4.9. The solid lines refer to scenarios where each node can communicate

with any other node in the network (the common per-node transmit power isPmax
t ),

whereas the dashed lines refer to scenarios where minimum common per-node trans-

mit power (equal toPmin
t ) is used. In both cases, the line with circles and the line with

squares, which refer to scenarios with default and modified backoff exponents, basi-

cally overlap. This fact confirms the analytical assumption that the backoffexponent
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Figure 4.9: PER as a function of the total offered traffic load. The simulationresults

are obtained considering (i) default backoff exponent, i.e.BEmin = 3 andBEmax = 5,

and (ii) modified backoff exponent, i.e.BEmin = BEmax = 7. Different values of per-

node transmit powers are considered. The allocated transmit power is the same at

each node.

has a very limited impact on the network performance and it can be neglected,thus

simplifying the theoretical model. A larger backoff exponent does not affect the per-

formance in terms of PER, because the default value of the backoff exponent is large

enough to decorrelate the backoff intervals of two nodes that could not transmit. In

fact, according to the CSMA/CA MAC protocol described in Chapter 2, a node must

double the range of the backoff interval and retry to transmit the packet after sensing

the channel and finding it busy. If another node performs the same operations at the

same time, some sort of correlation between the two transmitting nodes may emerge.

However, the use of the random backoff interval guarantees that the two nodes will

not collide at the subsequent transmission attempt.

The validity of the analytical model has also been verified in terms of delay and

network transmission rate. The corresponding results are shown in Figure 4.10. As

for the PER results in Figure 4.9, the network transmission rate is not affected by the

use of different backoff exponent values. In fact, this performance indicator is strictly



4.4. Adjacency Matrix-based Transmit Power Allocation Strategy 101

0 50 100 150 200
Ng

0

2×10
4

4×10
4

6×10
4

8×10
4

S 
[b

it/
s]

BE
min

=3, BE
max

=5, P
max

BE
min

=BE
max

=7, P
max

BE
min

=3, BE
max

=5, P
min

BE
min

=BE
max

=7, P
min

t

t

t

t

50 100 150 200
Ng

0

1×10
-2

2×10
-2

3×10
-2

4×10
-2

5×10
-2

6×10
-2

7×10
-2

D
 [s

]

BE
min

=3, BE
max

=5, P
max

BE
min

=BE
max

=7, P
max

BE
min

=3, BE
max

=5, P
min

BE
min

=BE
max

=7, P
min

t

t

t

t

(a) (b)

Figure 4.10: (a) Network transmission rate and (b) delay, as functions ofthe total

offered traffic load (Ng), in the presence of (i) default backoff exponent, i.e.BEmin = 3

andBEmax= 5, and (ii) modified backoff exponent, i.e.BEmin = BEmax= 7. Different

values of transmit powers are considered. The allocated transmit power isthe same

at each node.

related to the PER, therefore, recalling the results shown in Figure 4.9, the network

transmission rate remains basically the same for different values ofBEmax. Consid-

ering Figure 4.10 (a), the solid lines, which refer to the case with default backoff

exponent, and the dashed lines, which refer to the case with modified backoff ex-

ponent, basically overlap. On the other hand, the use of different backoff exponents

affects the delay performance. Since the backoff window is larger in the case with

BEmin = BEmax = 7, a node may wait for a longer period before sending the packet

on the channel. Considering Figure 4.10 (b), it can be observed that thedelay is

longer in the case with the modified backoff exponent. In fact, in this case a node

has to wait, on average, for a longer period before transmitting a packet. In addition,

using the transmit powerPmax
t , the delay is higher because a node is more likely to

sense other transmitting nodes during its CCA and, in this case, waits for a longer

period before transmitting. On the other hand, if the common transmit power is set

to Pmin
t and no ACK mechanism is used, it is less likely that a transmitting node will

sense another simultaneously transmitting (and thus colliding) node.
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Figure 4.11: PER as a function of the sparsity index of the adjacency matrix.In the

simulations, for scenarios withN = 20 nodes, the packet generation rate is set to

g= 0.1 pck/s, whereas for scenarios withN = 10 nodes, the packet generation rate is

set tog = 0.2 pck/s.

4.4.4 Impact of the Adjacency

According to the analytical results in Section 3.3.1, the performance, in terms of PER,

depends only on the adjacency, regardless of their specific positions. This emerges

clearly from the results shown in Figure 4.11, where the PER is shown as a function

of |A(S )|/N2, i.e. the sparsity index of the adjacency matrix. In this figure, the per-

formance with the network topologies in Figure 4.6 and Figure 4.7 is evaluated.For

the simulation results, in the scenarios withN = 20 nodes, the packet generation rate

is set tog = 0.1 pck/s, whereas in scenarios withN = 10 nodes, the packet genera-

tion rate is set tog= 0.2 pck/s, in order to keep the productNg (i.e. the overall traffic

load) constant and make the comparison between different topologies meaningful.

In the same figure, the PER predicted by the analytical model, given by the expres-

sion in Equation 3.31, is also shown. As one can see, the simulation curves are very

close to the corresponding analytical curves and this is more pronouncedfor values

of |A(S )|/N2 in the proximity of 1. In fact, when the value of|A(S )|/N2 is close to

1, the network is strongly connected and a node can sense any other node. Observing
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the Opnet log files (not reported here for lack of space) stored by the nodes during

the simulations, when|A(S )|/N2 approaches 1 (i.e. the network is fully connected

and during a CCA operation each sensor can detect the transmissions of all other sen-

sors), the packets are dropped only during the TAT, when a node cannot sense other

active nodes in the network during the transmission of its packets. On the other hand,

when the value of|A(S )|/N2 decreases, some nodes may become isolated from the

other nodes (except for the AP) and may no longer be able to sense them, so that

those packets may collide at the AP, leading to a PER increase.

Referring to Figure 4.11, the topology of the nodes in the the network has a very

limited impact on the PER when|Ā(S )|/N2 is close to 1 (the curves basically over-

lap). When|Ā(S )|/N2 becomes lower, instead, the PER is higher in the scenarios

relative to the topologies in Figure 4.6 (b) and Figure 4.7 (a). For instance,consider-

ing node 12 in Figure 4.6 (b), when the transmit power is set to the minimum allowed

valuePmin
t (equal at each node) to reach the AP, this node is isolated from most of

the remaining nodes in the network. The packets transmitted by this node are likely

to collide with those transmitted by nodes that are out of its transmission range, thus

degrading the performance in terms of PER.

Similar considerations can be carried out for the scenarios where the aggregate

traffic is set toNg = 20 pck/s. The performance of these scenarios is shown in Fi-

gure 4.12. In this case, the statistical fluctuations are reduced since the number of

packets transmitted by each node during the simulation is larger. However, thebe-

havior in this case is also similar to that presented in Figure 4.11. There is a little de-

pendence on the topology of the network, especially for values of|Ā(S )|/N2 close

to 1. When the number of ones in the adjacency matrix reduces, the PER increases

and the impact of isolated nodes heavily affects the network performance.

4.4.5 Impact of Traffic

As shown in Section 3.3.1, the performance of a WSN, under the assumption of

low traffic load, depends only on the number of ones in the adjacency matrix.In Fi-

gure 4.13, the sparsity index|Ā(S )|/N2 is set to 0.87 and the PER is shown as a

function of the aggregated offered trafficNg. For all scenarios, we have considered
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Figure 4.12: PER as a function of the sparsity index of the adjacency matrix.In the

simulations, for scenarios withN = 20 nodes, the packet generation rate is set to

g = 1 pck/s, whereas for scenarios withN = 10 nodes, the packet generation rate is

set tog = 2 pck/s.

at mostg = 10 pck/s, since for larger values ofg the assumption of low traffic load

is no longer satisfied. The considered topologies are those in Figure 4.6. From our

analysis it turns out that, for small values ofNg, all lines basically overlap, regardless

of the network dimension and the number of nodes. In the inset of Figure 4.13, a

closeup of the curves for low values ofNg is shown. The overlap of the curves is due

to the proposed transmit power allocation strategy, which minimizes the number of

collisions between the nodes. On the other hand, whenNg increases, the number of

collisions increases as well, and the approximations behind the analytical model no

longer hold. In this figure, the curve relative to the PER predicted by the analytical

model and given by Equation 3.31 is shown. The PER predicted by the analytical

model, for a given sparsity index, is lower than that obtained through simulations, es-

pecially for low offered traffic load. In our analytical model, in fact, we have assumed

that under the assumption of low traffic load, the number of retransmission attempts

due to the backoff algorithm is negligible. Through this transmit power allocation

scheme it is then possible to set the transmit power at each node, in order to reach a

desired sparsity index and consequently improve the performance.
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Figure 4.13: PER as a function of the aggregated offered traffic loadNg. Different

topologies for scenarios withN = 20 nodes are considered. In all cases, the sparsity

index is set to 0.87.

The same network configurations have been used in order to verify the impact

of the sparsity index on the network transmission rate and delay. In Figure 4.14 a,b,

these performance indicators are presented as functions of the overalltraffic load.

Considering Figure 4.14 (a), all presented curves basically overlap. This fact under-

lines once more that the number of ones in the adjacency matrix does not affect the

performance. In particular, for small values ofNg the overlap is almost perfect and

one can say that the performance depends only on the adjacency matrix and the re-

lated sparsity index. On the other hand, these results suggest that a given performance

can be obtained with any network, provided that the transmit power is correctly allo-

cated among the nodes.

Similar considerations can be carried out for the delay performance, analyzed

in Figure 4.14 (b). In this case, there is also a good overlap between the simulation

curves relative to different topologies and scenarios with different numbers of remote

nodes. In particular, the number of ones in the adjacency matrix, i.e. the number of

active connections, is the only characteristic that affects, for small values of the aggre-

gated offered traffic load, the network performance. When the traffic load increases,

however, the assumptions made in Section 3.3.1 do not hold anymore. In this figure,
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Figure 4.14: (a) Network transmission rate and (b) delay as functions of the aggre-

gated offered traffic loadNg. Various topologies withN = 20 nodes are considered.

The sparsity index is set at 0.87.

the analytical curve given by the expression in Equation 3.32 is also shown. In this

case as well, the delay predicted by the analytical model is lower than that obtained

with simulations. As in the previous case, the impact of the backoff procedure, due

to the packet retransmission, has not been taken into account, thus the average delay

predicted by our analytical model is lower.

4.4.6 Impact of the Power Allocation Strategy

In this subsection, we present the impact of the proposed transmit power allocation

strategy on the performance of WSNs. In particular, as anticipated at the beginning

of Subsection 4.4.2, we consider three possible transmit power allocation strategies.

1. In the former case, the transmit power is set in order to allow each sensor

either to communicate with any other sensor in the network or to communicate

at most with the AP.

2. In the proposed adjacency matrix-based power allocation strategy, thepower

is different at each sensor and is set according to optimization strategy pre-

sented in Section 3.3.1, where the total amount of available transmit power

is assigned to each sensor in order to minimize the PER at the AP. This rule



4.4. Adjacency Matrix-based Transmit Power Allocation Strategy 107

0 50 100 150 200
Ng

10
-4

10
-3

10
-2

10
-1

10
0

P
er

P
max

 = 6.83x10
-3

 W, unif, sim

P
tot

 = 5x10
-3

 W, opt, sim

P
tot

 = 5x10
-3

 W, unif, sim

P
tot

 = 3x10
-3

 W, opt, sim

P
tot

 = 3x10
-3

 W, unif sim

P
min

 = 2x10
-3

 W, unif, sim

P
max

 = 6.83x10
-3

 W, P
tot

 = 5x10
-3

 W, th

P
tot

 = 3x10
-3

 W, th

P
min

 = 2x10
-3

 W, th

tot

tot

tot

tot

Figure 4.15: PER as a function of the aggregated offered traffic loadNg. Different

transmit power allocation strategies are considered for the topology withN = 20

nodes presented in Figure 4.6 (b): (i) fixed per-node transmit power (unif) and (ii)

optimized transmit power (opt). Both simulation (solid lines) and analytical (dashed

lines) results are presented. The dotted lines refer to scenarios where no optimized

power allocation strategy is used.

leads to allocate small transmit powers to nodes which are isolated and large

transmit powers to nodes which can be connected with a large number of re-

mote nodes. In this way, it is possible to minimize the collisions at the AP.

Of course, there will still be nodes which cannot sense each other (leading to

possible collisions), but this is due to the limited amount of overall network

transmit power.

3. The power allocation strategy proposed in [17], which will be discussed in the

following.

In Figure 4.15, the PER is shown as a function of the offered traffic loadNg in

the network, for the topology presented in Figure 4.6 (b). Different values of over-

all network transmit power, with the corresponding sparsity indexes of theadjacency

matrix shown in Table 4.2, are considered. Under the transmit power allocation stra-

tegy presented in Section 3.3.1, in Figure 4.15, a performance comparison between
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Table 4.2: Sparsity indexes of the adjacency matrix for the scenario presented in

Figure 4.6 (b). Different values of overall network transmit power areconsidered.
Available power (Ptot) Sparsity index

6.83·10−3 W (Pmax
tot ) 1

5·10−3 W 1

3·10−3 W 0.85

2.9·10−3 W 0.8325

2·10−3 W (Pmin
tot ) 0.605

scenarios with and without the use of the proposed transmission power allocation

strategy is presented. The overall transmission power available in the network is al-

located either assigning a common transmit power to all nodes or using the proposed

transmit power allocation strategy. Of course, in the latter case, the sparsityindex of

the adjacency matrix is maximized according to the available power and, referring to

the results presented in Figure 4.11 and Figure 4.12, the higher is the sparsity index,

the lower is the PER.

Fixing the sparsity index to 1, from the results in Figure 4.15 it can be observed

that the performance is almost the same, regardless of the chosen transmit power allo-

cation strategy. This confirms that the PER performance depends only on the number

of ones in the adjacency matrix. In the other cases, when the number of connections

between the nodes decreases, the probability of collisions at the AP increases, since it

is likely that one transmitting node cannot sense another transmitting node out of its

transmission range. However, the curves have the same trend for all values of offered

traffic load. In particular, whenNg is low, it is likely that the number of collisions at

the AP is low. Instead, when the traffic load is larger, the probability that two nodes

transmit at the same time increases and the PER increases as well. In Figure 4.15,

the analytical results are shown as dashed lines. These curves are close to those as-

sociated with simulation results, especially for scenarios in which the sparsity index

is small. Once more, the good agreement between the analytical results and thesim-

ulation results is confirmed, thus further validating the analytical model. For the sake
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Figure 4.16:Per as a function of the aggregated offered traffic load (Ng). Different

power allocation configurations are considered for the topology withN = 10 nodes

presented in Figure 4.7 (a). Both simulative (solid lines) and analytical (dashed lines)

results are presented. The dotted lines refer to scenarios where no optimized power

allocation strategy is used.

of comparison, in Figure 4.15 we also show the PER in scenarios where no transmit

power allocation strategy is used (dotted lines). In these cases, the performance is

worse than in the case with the optimized transmit power allocation strategy. In fact,

given a value of overall network available power, the proposed powerallocation stra-

tegy allows to maximize the sparsity index of the adjacency matrix and, therefore,

reduce the PER.

In Figure 4.16 the PER is shown as a function of the offered traffic loadNg for the

scenario withN = 10 nodes presented in Figure 4.7 (a). The corresponding values of

the sparsity indexes of the adjacency matrix are shown in Table 4.3. In this case, since

the offered traffic load is lower, there is a better agreement between analytical and

simulation models. In fact, the assumption of low traffic holds almost for all conside-

red values ofNg. For small values ofNg, the curves are almost overlapped. Instead,

whenNg increases, the backoff procedure leads to a gap between the simulation and

the analytical curves. This gap, however, remains smaller than that in Figure 4.15.

This confirms that the proposed analytical model can predict almost perfectly the
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Table 4.3: Sparsity indexes of the adjacency matrix for the scenario presented in

Figure 4.7 (a). Different values of overall network transmit power areconsidered.
Available power (Ptot) Sparsity index

5·10−5 W 1

3·10−5 W 0.94

1.26·10−5 W (Pmin
tot ) 0.53
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Figure 4.17:Per comparison between the proposed power allocation scheme and the

RSSI-based power allocation strategy.

performance of WSNs, especially for low values ofNg. Similarly to Figure 4.15, a

comparison between the scenarios with (solid lines) and without (dotted lines)the

use of the transmission power allocation strategy is also shown in Figure 4.16.In

particular, given a pre-defined value of overall network available transmit power, the

proposed approach maximizes the number of ones in the adjacency matrix and, con-

sequently, improves the network performance.

For the sake of completeness, a performance comparison between the PERguar-

anteed by the proposed power allocation scheme and that guaranteed by the power

allocation scheme derived in [17] is considered in Figure 4.17. In [17], the authors

aim at dynamically allocating the power at each node, in order to minimize the PER,

under the assumption of additive white Gaussian noise (AWGN) channels and ne-
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Figure 4.18:Per comparison between the proposed power allocation scheme and the

uniform transmit power allocation scheme.

glecting the impact of interference due to other transmitting nodes. In particular, they

assume that the packet generation rate is low enough to prevent packet collisions. The

power is allocated to each node according to the quality of the link that it experiences

in order to reach the AP. The link quality is measured in terms of RSSI. In order to

make the comparison fair, we have applied the power allocation strategy of [17] in

a scenario without channel noise but in the presence of multiple access interference,

which has been modeled as a Gaussian random variable [87]. As one cansee from

the results in Figure 4.17, our approach, based on the maximization of the sparsity of

the adjacency matrix, tends to reduce as much as possible the number of collisions

at the AP. Therefore, it is more efficient, especially for networks wherethe offered

traffic load starts to become significant.

In order to highlight the performance gain, in terms of PER, due to the proposed

transmit power allocation scheme, with respect to a uniform power allocation stra-

tegy, the simulations have been carried out for a fixed overall network transmission

power, considering the network topology presented in Figure 4.8 (a). The correspond-

ing results, shown in Figure 4.18, underline that the proposed power allocation stra-

tegy effectively lowers the PER. The results in Figure 4.18 also suggest that, for a

fixed target PER, the proposed power allocation scheme allows to supportan almost
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Figure 4.19: Residual energy per node. Both RSSI-based and adjacency-based trans-

mit power allocation schemes are considered. The given PER isPer = 5·10−2.

double aggregated offered traffic load, with respect to that supportedby a uniform

power allocation strategy. In fact, through the proposed approach, a node, before

transmitting, can sense a larger number of neighboring nodes (in a relatively dense

partition of the network), and therefore prevent packet collisions.

4.4.7 Network Lifetime Performance

We now evaluate the network lifetime in the scenario withN = 10 nodes shown in

Figure 4.8 (b), setting the average packet generation rate tog = 1 pck/s, and con-

sidering both the proposed adjacency matrix-based power control approach and the

RSSI-based power control strategy presented in [17]. Since no battery models are

provided in Opnet, the residual energy performance analysis has beencarried out

through Matlab. In particular, the battery depletion model refers to Equations 3.36–

3.40. Each node is equipped with a 3 V battery with an initial energy of 32.4 kJ.In

Figure 4.19, the residual energy per node is shown considering a target PER equal to

Per = 5·10−2. Since the distances between the nodes are small, the transmission pow-

ers of the nodes is low (between 0.374µW and 2.2µW). Since the current consumed
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during the transmission phase isItx_state_i = 7.886Pi + 0.009711, the second term of

the right-hand side of the current expression dominates, i.e.,Itx_state_i ≃ 0.009711. In

other words, the effect of the transmit power on the energy consumed in the tx state is

negligible. In fact, this is confirmed by the fact that the two families of curves,refer-

ring to adjacency-based (solid lines) and RSSI-based (dotted lines), are quite close.

On the other hand, since the proposed approach aims at maximizing the connections

between nodes, the power consumption is slightly higher in our approach than in [17].

In order to highlight the energy saving improvement introduced by our power

allocation technique, we have considered the network, shown in Figure 4.8(c), with

N = 10 nodes randomly deployed over a 50 m2 square surface, where, unlike all

previous scenarios, the path loss exponentα is 3 — recall that all previous results

refer to scenarios withα = 2.1. In this case, the transmit power at each node is larger,

so that the impact of the transmit power on the energy consumed in the tx state is more

evident. In Figure 4.20, the residual energy in each node is shown, considering both

the adjacency matrix-based transmit power allocation strategy proposed here and the

RSSI-based power allocation scheme presented in [17]. Considering theproposed

power allocation strategy (solid lines), the use of lower transmit powers allows to

drastically reduce the nodes’ deaths. In particular, excluding the case of a specific

node which is far from the AP and uses a high transmit power, the other nodes die

later than in the case with RSSI-based power allocation scheme (dotted lines).In fact,

according to the proposed model, a node delays its packet transmission if it senses

that other neighboring nodes are transmitting. In this way, since a larger number of

nodes can sense each other, the number of transmissions (successfulor not) reduce

and the nodes waste less power to process incoming packets. In the same figure, the

average residual energy for both proposed power allocation schemesis also shown.

These curves confirm that the adjacency-based power allocation scheme allows to

extend the network lifetime because it increases the network residual energy.

Since each node transmits with a different power and receives a different number

of packets from neighboring nodes, it will experience different power consumptions

according to its spatial position and the number of surrounding nodes. In Figure 4.21,

the energy distribution in the network considering the use of the proposed power
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Figure 4.20: (i) Per-node (solid and dotted lines) and (ii) average network (dashed

with symbols) residual energies as functions of time. Both RSSI-based (dotted lines

and dashed with squares) and adjacency matrix-based (solid lines and dashed with

circles) transmit power allocation schemes are considered. The target PER is Per =

5·10−2.

allocation strategy is shown. The reference topology is the same as that considered

in Figure 4.20 (i.e. the network topology of Figure 4.8 (c)). In Figure 4.21a, the

initial energy in the network, i.e. at all nodes, is shown. As one can see, since all

nodes have the same battery energy (3.24 kJ), the initial “surface” lies ona plane.

In Figure 4.21 (b), a snapshot of the residual energy in the network after 45 days

is presented. The residual energy in the node far from the AP is lower than that in

the other nodes, because this node transmits with much higher power. Finally,in

Figure 4.21 (c), the residual energy in the network is presented after 100 days. The

farthest node from the AP has run out of battery, but the other nodes are still able to

communicate, since the use of low (on average) transmission powers prevents rapid

battery depletion.

In Figure 4.22, the residual energy performance is shown consideringthe RSSI-

based power allocation scheme presented in [17]. As in the previous case, in Fi-
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Figure 4.21: Residual energy with adjacency matrix-based transmission power allo-

cation strategy proposed here, in a scenario withN = 10 nodes after (a) 0 days, (b)

45 days, and (c) 90 days.

gure 4.22 (a) the initial energy in the network is shown (as for the previousfigure, in

this case as well all nodes have the same initial energy). In Figure 4.22 (b), the resid-

ual energy after 45 days is shown. As observed in Figure 4.21 (b), thefarthest node

from the AP has the lowest residual energy. However, in this case the nodes near the

AP also have low residual energies. According to the RSSI-based power allocation

scheme, in fact, these nodes experience low attenuation and are therefore assigned

high values of transmit power. In this way, they consume a significant amount of

energy to transmit a packet. Finally, in Figure 4.22 (c), the residual energy in the net-

work after 100 days is shown. In this case, only one node is still alive, whereas the
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Figure 4.22: Residual energy with RSSI-based power allocation strategy, in a scenario

with N = 10 nodes after (a) 0 days, (b) 45 days, and (c) 90 days.

batteries of the remaining nodes have run out of energy.

4.5 Clustered Networks Performance

In this section, we introduce the results related to clustered networks. In particular, we

show the impact of the transmission rate and of the tolerable network death level on

network transmission rate, delay, and throughput. In addition, we present the impact

of the data fusion mechanism, focusing on the impact of the MAC protocol on the

probability of error at the AP. Then, we provide some design guidelines useful to con-

figure network parameters (such as clustering configuration, tolerable network death
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level, and packet generation rate) in order to meet given performance constraints.

4.5.1 Simulation Setup

The simulations have been carried out with the Opnet Modeler simulator and a built-

in Zigbee network model designed at the National Institute of Standards and Tech-

nologies (NIST). Since this model refers only to the first two layers of the ISO/OSI

stack, we have extended it by deriving an Opnet model for a FC, which,in addition to

providing relay functionalities, implements the intermediate data fusion mechanisms

described in Subsection 3.4.3. We assume (ideal) wireless communications between

the RFDs and the FCs, and between the FCs and the coordinator.

Each simulation result is obtained by averaging over ten consecutive runsin order

to make possible statistical fluctuations negligible. The duration of each simulation

has been chosen so that the simulation ends as soon as the condition related tothe

minimum number of alive RFDs in the network (i.e., the percentage of RFDs which

are still operative) is no longer respected. The packet length, referring to the network

tolerable death level performance analysis, is 632 bits (i.e., 512 bits of data payload

and 120 bits introduced by MAC and physical layers).

The RFDs carry out noisy observations of a randomly generated binaryphenome-

nonH and make local decisions on the status of this phenomenon. The observation

noise is modeled as an Additive White Gaussian Noise (AWGN). Subsequently, the

RFDs embed their decisions into data packets, which are sent either to the coordina-

tor (in the absence of clustering) or to the FCs (in the presence of clustering). The

decisions are assumed to be either 0 (no phenomenon) or 1 (presence ofthe pheno-

menon).

• In the absence of clustering, the coordinator makes its final decision through a

majority-like rule directly on the messages received from the RFDs. Obviously,

if some packets are lost due to medium access collisions, decisions are made

only on the received packets (this leads to a reduced reliability of the final deci-

sion). If all the packets related to a set of observations of the same phenomenon

are lost, the coordinator decides randomly (i.e., with probability 0.5) for one
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of the two possible values. Finally, if half of the decisions are in favor of one

phenomenon status and the other half are in favor of the other, the coordinator

decides for the presence of the phenomenon.

• In the presence of clustering, each FC makes an intermediate decision on the

basis of the messages received from the RFDs associated with its cluster and

forwards this decision to the coordinator, which makes the final decision onthe

basis of the received messages (from either an FC or an RFD). The decision

rule used by the FCs is the same of that used by the coordinator (i.e., majority

decision).

In both scenarios, it is possible to evaluate, by simulation, the probability of deci-

sion error of the coordinator, by comparing, in each simulation run, the final decision

made by the coordinator with the true status of the phenomenon. Together with the

probability of decision error, the simulator allows to evaluate: the network transmis-

sion rateS, defined as the ratio between the number of bits correctly received by

the coordinator in the simulation time; the throughputSth, defined as the ratio bet-

ween the number of packets correctly delivered at the coordinator and the number of

packets sent by the RFDs; and the delayD (dimension: [s]), defined as the time inter-

val between the transmission and the reception instants of a generic packet.The last

performance indicator of interest is the aggregate throughput (dimension: [pck/s]),

defined asSagg= N ·g·Sth, whereN is the number of transmitting RFDs andg is the

packet generation rate (dimension: [pck/s]).

In each simulation run, the status of the phenomenon (either 0 or 1) is chosen

randomly in consecutive phenomenon realizations. In the case of data fusion perfor-

mance analysis, the local decisions are then inserted into data packets whichare 96

bit long. In order to estimate a probability of decision error at the AP of the order

of 10−6, approximately 115200 local decisions on the phenomenon status need to be

transmitted. Since in the Opnet implementation each decision must be coded into a

char, the memory occupation is therefore equal to 8 bits per observation. In addition,

in each packet a null char terminator (8 bits) and a 32-bit sensor identifiermust be

added. Considering a packet length of 96 bits, therefore each packetcan contain 7
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local decisions. From this simple analysis, it follows that 16458 packets need to be

transmitted. Since the packet generation rateg is equal to 2 pck/s, the simulation du-

ration is set to 8229 s, in order to guarantee that all required local decisions are sent

to the coordinator. We have chosen this value as a compromise between simulation

duration and achievable probability of decision error at the AP. The effective packet

length is equal to 216 bits, since, besides a payload of 96 bits containing the local

decisions, a header of 120 bits is introduced by physical and MAC layers. The RFDs

send the packets over an ideal wireless channel which introduces neither attenuation

nor fading. At the end of the simulation, the probability of decision error is computed

by a direct comparison between the sequence of decisions at the AP and the sequence

of true phenomenon realizations.

4.5.2 Performance Analysis

In the first two subsections, we evaluate the performance from a networking per-

spective, considering scenarios both with and without clustering. More precisely, in

Subsection 4.5.3, the impact of the network tolerable death level on the throughput

and delay is analyzed; in Subsection 4.5.4, the same network performance indicators

are evaluated, for a fixed value ofχnet, considering various values of the packet gen-

eration rate. In Subsection 4.5.5, instead, we consider the presence of data fusion and

its impact on the probability of decision error, the throughput, the aggregatethrough-

put, and the delay is analyzed. In the figures in Subsection 4.5.3 and Subsection 4.5.4,

we indicate, for each performance curve, the confidence interval 2σ , whereσ is the

standard deviation, over consecutive simulation runs, with respect to theiraverage

value.

4.5.3 Impact of Tolerable Network Death Level

N = 64RFDs

In this case, we consider scenarios with no cluster (no relay), and a number of clusters

ranging from 1 to 8 (with a relay per cluster). In Fig. 4.23, (a) the networktransmis-

sion rate and (b) the delay are shown, as functions of the required network tolerable
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death levelχnet, in scenarios withN = 64 RFDs. In Fig. 4.23 (c), instead, the curves in

the previous two subfigures are combined, obtaining transmission rate-delay curves

(parameterized with respect to the network tolerable death levelχnet).
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Figure 4.23: Performance evaluation in a scenario withN = 64 RFDs and various

uniform clustering configurations: (a) network transmission rate and (b)delay as

functions ofχnet; (c) delay as a function (parameterized withχnet) of the network

transmission rate. The packet generation rate is equal tog = 2 pck/s.

Looking at Fig. 4.23 (a), the network transmission rate is first slightly decreasing,

for small values of the network tolerable death level, and then suddenly drops in

correspondence toχnet≃ 90 %. In the scenario with many small clusters, the network

transmission rate remains low since there is a larger number of transmitting nodes,

and this increases the number of collisions.
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Considering the results in Fig. 4.23 (b), unlike what the intuition may suggest,

the delay in the scenario with one large cluster (withN = 64 RFDs) and a single

relay is higher than the delay in the scenario with 8 relays (8-8-8-8-8-8-8-8). The

delay reduces when the number of clusters increases, since in this case the relay of

each cluster has to manage a smaller number of packets. As expected, the delay is

lowest in the absence of clustering, i.e., when all RFDs transmit directly to the AP.

Obviously, in all cases the delay decreases for increasing values of percentage of

nodes’ deaths required to kill the network (i.e., for increasing values ofχnet). In fact,

the more RFDs die, the more efficiently the surviving RFDs can be served: therefore,

the time-averaged delay reduces. Comparing Fig. 4.23 (a) with Fig. 4.23 (b), it can be

noted that the network configuration which guarantees the best performance, in terms

of network transmission rate and delay, is the one without relays (lines with circles).

Finally, in Fig. 4.23 (c) the delay is shown as a function of the network transmis-

sion rate (the points of each curve correspond to different values of network tolerable

death level). These curves give a concise (instantaneous) picture of the network oper-

ating status: the best operating conditions would correspond, obviously,to the bottom

right (low delay and high transmission rate).

We now analyze the network performance in the presence ofnon-uniformcluste-

ring. In Fig. 4.24 (a), the network transmission rate is shown as a function of χnet,

for various clustering configurations. As in the case with uniform clustering, the net-

work transmission rate is first slightly decreasing (for small values ofχnet) and then

decreases rapidly (for values ofχnet higher than 90%). In fact, for small values of

χnet the RFDs’ deaths are balanced by the reduced number of collisions in the com-

mon wireless channel, so that the network transmission rate remains high. When the

number of RFDs’ deaths becomes large, instead, the overall traffic generated by the

RFDs reduces and, consequently, the network transmission rate necessarily reduces.

The best performance is obtained in the 56-4-4 clustering configuration with 1 relay.

In this case, in fact, the presence of the eight directly-connected RFDs has a bene-

ficial impact on the network transmission rate, since the packets can be transmitted

without the need of being relayed. The worst performance, instead, is obtained in the

scenario with 32-8-8-8-8 clustering configuration and 5 relays: in this case, the num-
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Figure 4.24: Performance evaluation in a scenario withN = 64 RFDs and various

non-uniform clustering configurations: (a) network transmission rate and (b) delay

as functions ofχnet; (c) delay as a function (parameterized withχnet) of the network

transmission rate.

ber of transmitted packets is larger due to the larger number of relays and, thus, the

higher probability of finding the channel busy. In Fig. 4.24 (b), the delayperformance

is shown. The performance, in the presence of non-uniform clustering, is similar in

all cases where the RFDs are connected to the AP through a relay. In these cases, in

fact, when the number of RFDs’deaths increases, it is more likely that a node finds

the channel free and, therefore, can transmit its data. The network performance in the

scenario with 56-4-4 clustering configuration and 1 relay, instead, shows a different
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behavior; in this case, both throughput and delay (the latter is obtained according to

equation (3.51)) are affected by the 8 RFDs directly connected to the coordinator,

which transmit more frequently, since they are not affected by the presence of a relay

node acting as a bottle-neck. In Fig. 4.24 (c), the delay is shown as a function of the

network transmission rate. Similarly to Fig. 4.23 (c), this figure provides a concise

characterization of the network operating point.

N = 16RFDs

We first consider a scenario withuniform clustering. The performance results, in

terms of network transmission rate and delay, are shown in Fig. 4.25, wherevar-

ious network configurations are compared. Looking at the results in Fig. 4.25 (a),

where the network transmission rate is shown as a function of the network tolera-

ble death level, one can observe that the best performance is obtained, as in the case

with 64 RFDs, in the absence of clustering. Similarly to the case with 64 RFDs, the

transmission rate is monotonically decreasing and theshapeof the curves is the same

regardless of the number of clusters. From the results in Fig. 4.25 (b), where the

delay is shown as a function ofχnet, one can notice that there is a substantial agree-

ment with the delay performance in the presence of 64 RFDs (compare, forinstance,

Fig. 4.25 (b) with Fig. 4.23 (b)). As in the case with 64 RFDs, the lowest possible

delay is obtained without clustering. In the presence of clustering, instead, the best

performance is obtained in the case with 8 2-sensor clusters. This can intuitively be

explained considering that when a relay is connected to a large number of RFDs (i.e.,

a large cluster), it is likely that the RFDs find the channel “busy” and, therefore, have

to wait longer in order to transmit their packets. In the case with only a few RFDs

connected to a relay, instead, the latter has to manage a limited number of packets.

Let us now turn our attention to a scenario withnon-uniformclustering. The

performance results, in terms of network transmission rate and delay, are shown in

Fig. 4.26.
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Figure 4.25: Performance evaluation in a scenario withN = 16 RFDs and various

uniform clustering configurations: (a) network transmission rate and (b) delay as

functions ofχnet; (c) delay as a function (parameterized withχnet) of the network

transmission rate. The packet generation rate is equal tog = 2 pck/s.
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Figure 4.26: Performance evaluation in a scenario withN = 16 RFDs and various

non-uniformclustering configurations: (a) network transmission rate and (b) delay

as functions ofχnet; (c) delay as a function (parameterized withχnet) of the network

transmission rate. The packet generation rate is equal tog = 2 pck/s.

Considering the performance results in Fig. 4.26 (a), where the network trans-

mission rate is shown as a function ofχnet, one can observe that the highest network

transmission rate is obtained, regardless of the value ofχnet, with the configuration

14-1-1 (with 1 relay), formed by one big cluster (connected to the AP through a relay)

and two single RFDs connected directly to the AP. This can be explained considering

that, unlike the scenarios where an RFD is connected to the AP through a relay, in this

case the two RFDs connected to the AP can send their data packets directly, avoiding
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a “bottle-neck” relay. For all the other non-uniform clustered configurations, one can

observe that there is no significant difference. In particular, this difference becomes

negligible at large values ofχnet. Observing the delay performance in Fig. 4.26 (b),

the lowest delay is guaranteed almost everywhere by the 8-2-2-2-2 configuration.

However, the delay associated with 14-1-1 (with 1 relay) configuration, i.e., the one

which guarantees highest network transmission rate, has a peculiar behavior. More

precisely, the delay curve of the 14-1-1 (with 1 relay) configuration is a steep function

of χnet: for small values ofχnet, the delay is approximately equal to that associated

with the 10-2-2-2 clustering configuration; whenχnet becomes 100 %, however, the

corresponding delay becomes lowest. Finally, in Fig. 4.26 (c) the delay is shown as a

function of the network transmission rate, for various values of the network tolerable

death levelχnet. As one can see, the curves are closer to each other than in a scena-

rio with uniform clustering. In this case as well, the choice of the network operating

point depends on the specific user needs.

In Fig. 4.27 and Fig. 4.28, the performance of the networking schemes considered

in Fig. 4.25 and Fig. 4.26 is analyzed by increasing the packet generation rate g

from 2 pck/s to 10 pck/s, considering both uniform and non-uniform clustering. The

network transmission rate in the case withg = 10 pck/s has the same shape than

in the case withg = 2 pck/s, the only difference being the fact that it is five times

higher. In fact, even if the traffic load is 5 times higher, this load is not critical,so that

the number of collisions is limited and each generated packet can be immediately

transmitted.

4.5.4 Impact of the Packet Generation Rate

In this subsection, we investigate the impact of the packet generation rate only in

scenarios withN = 16 RFDs. In particular, we consider the same network topologies

described in Subsection 3.4.2, i.e., with both uniform and non-uniform clustering.

The network tolerable death level is set to 50%, i.e., the simulation stops when half

of the nodes die. This analysis can be straightforwardly extended to scenarios with

64 RFDs.

We first analyze the network performance in the case with the following uniform
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Figure 4.27: Performance evaluation in a scenario withN = 16 RFDs and various

uniform clustering configurations: (a) network transmission rate and (b) delay as

functions ofχnet; (c) delay as a function (parameterized withχnet) of the network

transmission rate. The packet generation rate is equal tog = 10 pck/s.

clustering configurations: (i) no cluster (i.e., direct transmission from the RFDs to

the AP), (ii) 1 16-node cluster and 1 relay, (iii) 2 8-node clusters and 2 relays, (iv) 4

4-node clusters and 4 relays, and (v) 8 2-node clusters and 2 relays.In Fig. 4.29 (a)

and Fig. 4.29 (b), we present performance results in terms of network transmission

rate and delay, respectively. The network transmission rate has a similar behavior in

all considered network scenarios, except for variations of the confidence interval due
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Figure 4.28: Performance evaluation in a scenario withN = 16 RFDs and various

non-uniformclustering configurations: (a) network transmission rate and (b) delay

as functions ofχnet; (c) delay as a function (parameterized withχnet) of the network

transmission rate. The packet generation rate is equal tog = 10 pck/s.

to the limited duration of simulations.4 All curves shown in Fig. 4.29 (a) first increase

till a maximum value, after which they slowly decrease. In this case, as in the other

4The Opnet simulator is based on a pseudo-random value generator, which can be initialized through

a user-defined seed. In our simulations, we have experienced that there exist some values (not pre-

dictable) of this seed, which lead to a worse performance. If a larger number of simulations were consi-

dered, i.e., a larger number of seeds (e.g., 100 different seedsinstead of 10) were used, the confidence

interval would shrink significantly.
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Figure 4.29: Performance evaluation in a scenario withN = 16 RFDs and variousuni-

form clustering configurations: (a) network transmission rate and (b) delay asfunc-

tions of the packet generation rate. The network tolerable death levelχnet is fixed to

50%.

previously described cases, the best network performance is obtainedin the absence

of the relay node. In the presence of clustering, instead, the network transmission rate

curves change their behavior, approximately in correspondence to a packet generation

rate equal to 20 pck/s, due to the increasing traffic load. In a scenario withlow traffic

load, the best clustered configuration is that with one 16-node cluster andone relay,

because the relay node can efficiently manage all packets sent by the nodes. When

the traffic load increases, instead, the best network configuration is thatwith 8 2-node

clusters and 8 relays. In fact, in this case it is more likely to find the relay busy, so

that the probability of finding a relay idle increases in the presence of a larger number

of relay increases.

In Fig.4.29 (b), the delay is investigated as a function of the packet generation

rate. All curves present a floor for small values of the packet generation rate, then the

delay quickly increases and reaches a maximum value which depends on thespecific

clustering configuration. Considering clustered scenarios, the best configuration is

that with 8 2-node clusters and 8 relays, whereas the worst performance is obtained
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in the scenario with one 16-node cluster and one relay. Intuitively, in the presence

of a few small clusters, it is likely that the relays are ready to receive new incoming

packets. On the opposite, when there is only one 16-node cluster with one relay, it is

likely that a node, in need of sending a data packet, finds the relay node occupied by

another transmitting node.

In Fig. 4.30 (a) and Fig. 4.30 (b), instead, we present the same performance results

(i.e., network transmission rate and delay) obtained in the presence of non-uniform

clustering. The considered network configurations are the following: (i)8-2-2-2-2

with 5 relays (i.e., the network is divided into 5 clusters, one formed by 8 RFDs

and the other four formed by 2 RFDs each, and each cluster is connectedto the

AP through a relay); (ii) 10-2-2-2 with 4 relays (i.e., the network is dividedinto 4

clusters, one formed by 10 RFDs and other formed by 2 RFDs each, connected to

the AP through a relay), as shown in Fig. 3.5 (b); (iii) 14-1-1 with 3 relays (i.e., one

cluster is composed by 14 RFDs and two clusters are composed by one nodeeach),

as shown in Fig. 3.5 (c); and (iv) 14-1-1 with 1 relay (i.e., only one clustercomposed

by 14 nodes and connected to the AP through a relay, while the other two RFDs

communicate directly to the AP), as shown in Fig. 3.5 (d).

In Fig. 4.30 (a), the network transmission rate is shown as a function of the packet

generation rate. As one can see, all curves present a very similar behavior: for low

values of the packet generation rate, the network transmission rate quicklyincreases,

then reaches a maximum, and finally decreases to a saturation value which depends

on the network configuration. When the packet generation rate is high, thebest per-

formance is obtained in the scenario with 14-1-1 clustering configuration withone

relay. On the opposite, the worst performance is obtained with the 14-1-1 configu-

ration with 3 relays. The presence of two RFDs connected directly to the AP has a

beneficial effect on the network transmission rate, since it is likely that these two di-

rectly connected RFDs transmit without waiting. If we consider scenarios where all

RFDs are connected to the AP through a relay, according to the results in Fig. 4.29 (a)

the best performance is obtained in the scenario with many small clusters.

In Fig. 4.30 (b), the delay is shown as a function of the packet generationrate.

Unlike the case with uniform clustering (see Fig. 4.29 (b)), in this case the curves are
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Figure 4.30: Performance evaluation in a scenario withN = 16 RFDs and various

non-uniformclustering configurations: (a) network transmission rate and (b) delay as

functions of the packet generation rate. The network tolerable death level χnet is fixed

to 50%.

close to each other. For small values of the packet generation rate the delay is low,

but it rapidly increases for values of the packet generation rate between 20 pck/s and

30 pck/s. Finally, when the packet generation rate is high, the delay saturates to a

maximum value, which is approximately the same for all network configurations.In

this case as well, the best performance, in terms of delay, is obtained in the scenario

with many small clusters. In the scenario with 14-1-1 clustering configurationand one

relay, unlike the scenarios where all RFDs are connected to the AP through one relay,

the overall delay is affected by the presence of the two directly connectedRFDs,

which are likely to reserve communications with the AP.

4.5.5 Impact of Data Fusion Mechanisms

In non-clusteredscenarios (i.e., star topology), various values for the numberN of

RFDs are considered. Moreover, the impact of the presence/absenceof ACK mes-

sages is taken into account. Inclusteredscenarios, instead, the number of RFDs is

set toN = 16, and various clustering configurations are investigated: (i) 8-8 (i.e., 28-
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Figure 4.31: Performance analysis in a scenario without clustering: probability of

decision error performance as a function of the SNR at the RFDs. Both simulations

(solid lines) and theoretical (dashed lines) results are shown.

RFD clusters with 2 FCs), (ii) 4-4-4-4 (i.e., 4 4-RFD clusters with 4 FCs, (iii) 14-1-1

with 3 FCs (i.e., one cluster is composed by 14 RFDs and two clusters are composed

by one RFD each), and (iv) 10-2-2-2 with 4 FCs (i.e., the network is divided into 4

clusters, one formed by 10 RFDs and others formed by 2 RFDs each), and (v) 8-2-

2-2-2 with 5 FCs (i.e., the network is divided into 5 clusters, one formed by 8 RFDs

and others formed by 2 RFDs each).

In Fig. 4.31, the performance in scenarios without clustering is analyzed:more

precisely, the probability of decision error at the AP is shown as a functionof the

observation SNR. In the configuration withN = 1 RFD (solid line with circles), i.e.,

point-to-point communication between an RFD and the coordinator, the probability

of decision error has the typical trend of On Off Keying (OOK)—this is a “sanity

check” for our simulator5. The coordinator, in fact, may decide only for either 0 or 1

using the (possibly erroneous) decisions received from the RFDs. Asone can see, the

probability of decision error reduces for increasing numbers of RFDs.This can be ex-

plained recalling the data fusion mechanism described in Section 3.4.3. In fact, since

communication links are modeled as ideal, for a fixed observation SNR, the larger

5Note that the modulation schemes foreseen by the Zigbee standard have no effect on the probability

of decision error, since the channel is considered ideal.
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Figure 4.32: Performance analysis in a scenario without clustering: (a) probability of

decision error at the AP as a function of the SNR at the RFDs, and (b) throughput

and delay as functions of the numberN of transmitting RFDs.

the number of received decisions, the lower the probability of decision error with a

majority decision rule. Note that for increasing numbers of RFDs, the relative reduc-

tion of the probability of decision error is negligible (e.g., the improvement is higher

when the number of RFDs increases from 1 to 10 than when the number of RFDs

increases from 20 to 30). In the same figure, we also show theoretical results (dashed

lines) obtained with the analytical framework summarized in Subsection 3.4.3. Since

this analytical framework does not take into account the medium access policies, the

predicted performance is in agreement with the simulation results only in a scenario

with N = 1 RFD. In the other scenarios, the probability of decision error predicted

by the analytical framework is better than that obtained through simulations. This is

due to the fact that our simulator takes also into account the presence of collisions.

In this case, since some packets may be lost or dropped, the probability of decision

error worsens. The negative impact of the collisions exacerbates whenthe number of

transmitting nodes increases.

In Fig. 4.32, the performance in scenarios without clustering is analyzed:more

precisely, (a) the probability of decision error is shown as function of thenumber of

transmitting RFDs, and (b) the throughput and the delay are shown as functions of
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the number of nodes. In Fig. 4.32 (a), the probability of decision error is amonoton-

ically decreasing function ofN for all considered values of the observation SNR at

the RFDs. For each network configuration, the probability of decision error reaches a

floor which is strictly related to the collisions and, therefore, to the maximum achiev-

able throughput in each scenario—in the cases with high SNR (12 dB and 14dB),

instead, the floor is not visible since it appears for very low (out of scale) values of

the probability of decision error.

In Fig. 4.32 (b), the throughput and the delay are shown as functions ofthe num-

ber of transmitting RFDs. These curves are obtained by considering a fixed SNR

(equal to 0 dB) at the RFDs. Our results, however, show that the throughput and the

delay are not affected by the value of the observation SNR at the RFDs. We consider,

in fact, ideal communication channels, so that the noise affects only the observations

at the RFDs and not the packets transmitted from either the RFDs or the FCs. Conse-

quently, throughput and delay do not depend on the observation SNR. The throughput

curve (solid line with circles) decreases monotonically. In particular, for small values

of N, it remains close to 1. When the number of transmitting nodes increases, instead,

the number of collisions in the channel increases as well and the throughput reduces.

Comparing the results in Fig. 4.32 (a) with those in Fig. 4.32 (b), the negative im-

pact that a larger number of RFDs has on the throughput is compensated,in terms of

probability of decision error, by the data fusion mechanism. In Fig. 4.32 (b), we also

show the delay (dotted line with diamonds). As the intuition may suggest, the delay is

small for small values ofN. When the traffic increases, instead, due to a larger num-

ber of collisions, the delay is higher, since the channel is busy for a longer period of

time and the probability of finding the channel idle reduces. Finally, for largevalues

of N, the delay seems to start saturating to a maximum value. In this case, in fact, due

to the increased offered traffic, it is likely that there is at least an RFD ready to send

its packet as soon as the channel is idle.

In Table 4.4, we show the aggregate throughput predicted by previous analysis.

When the number of transmitting nodes is small, the aggregate throughput is high

(close to the maximum possible for each network configuration). When the number

of transmitting RFDs increases, instead, the aggregate throughput tends tosaturate.
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Table 4.4: Aggregate throughput, in a scenario without clustering, as a function of

the numberN of transmitting RFDs.
N Sagg [pck/s]

1 2

3 5.35156158

5 8.1906672

10 13.4860858

20 20.1639324

30 22.1357394

Once the saturation is reached, the number of collisions is so large than an increase

of the traffic load has no longer effect on the aggregate throughput.

In Fig. 4.33, we present a comparison, in terms of probability of decision error

in no-clustered scenarios, between scenarios with and without the use ofACK mes-

sages. As expected, the presence of ACK messages guarantees betterperformance,

because each message sent by a RFD to the coordinator is confirmed in the case of

correct reception. In particular, the presence of ACK messages allowsthe coordinator

to make its final decision on the basis of a larger number of observations (especially

in the case withN = 30 RFDs, where the gain introduced by the presence of ACK

messages is higher), increasing the reliability of the decisions. On the opposite, the

use of ACK messages, in the presence of a larger numberN of transmitting RFDs,

increases the traffic, so that the performance, in terms of throughput, worsens.

In Fig. 4.34, we analyze the impact of non-uniform clustering on the probability

of decision error—as a performance reference, the probability of decision error in the

case with uniform clustering is also shown. We consider scenarios withN = 16 RFDs

and the following network configurations: (i) no clustering, (ii) 2 8-RFD clusters with

2 FCs, (iii) 4 4-RFD clusters with 4 FCs, (iv) 14-1-1 with 3 FCs, (v) 10-2-2-2 with

4 FCs, and (vi) 8-2-2-2-2 with 5 FCs. According to the analytical results presented

in [81] and the previously shown simulation results, the best network performance

is obtained in the absence of clustering. The worst performance, instead, is obtained



136 Chapter 4. Performance Evaluation

0 2 4 6 8 10
SNR [dB]

10
-6

10
-5

10
-4

10
-3

10
-2

10
-1

P
e

N = 5, ACK
N = 5, No ACK
N = 30, ACK
N = 30, No ACK

Figure 4.33: Probability of decision error in scenarios withN = 5 andN = 30 RFDs,

respectively, in the absence of clustering. Both the presence (solid lines) and the

absence (dotted lines) of ACK messages are considered.

in the 14-1-1 scenario, i.e., with 3 FCs and non-uniform clustering. In this case, in

fact, the information collected by the RFDs associated with the largest cluster isvery

reliable. On the other hand, the information collected by the other two clusters ismore

likely to be noisy, and the final decision is thus likely to be wrong. Observing the

results in Fig. 4.34, one can conclude that, in the presence of non-uniform clustering,

the best performance is obtained in the case of less unbalanced clusters.In this case,

in fact, decisions made by intermediate FCs are more reliable, so that it is more likely

that the final decision made by the coordinator is correct. In the case of uniform

clustering, instead, the probability of decision error isnot affected by the number of

clusters in the network, as long as the number of RFDs remains the same. In this

case, in fact, observing Fig. 4.34 one can note that the curves corresponding to the

scenarios with 4 4-RFD clusters and 2 8-RFD clusters are almost overlapped. This is

due to the fact that a smaller number of clusters is compensated by a higher quality

of the intermediate decisions. This result is in agreement with the theoretical analysis

presented in [81].
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Figure 4.34: Probability of decision error at the AP in scenarios withN = 16 RFDs

both in uniform and non-uniform clustering configurations. The considered topolo-

gies are the following: (i) no clustering, (ii) 2 8-RFD clusters and 2 FCs, (iii)4 4-RFD

clusters and 4 FCs, (iv) 14-1-1 clustering configuration with 3 FCs, (v)10-2-2-2 clu-

stering configuration with 4 FCs, and (vi) 8-2-2-2-2 clustering configuration with 5

FCs.

4.5.6 Design Guidelines

On the basis of the performance analysis carried out in Section 4.5.2, we now try

to derive useful guidelines for the design of Zigbee networks with a desired perfor-

mance level. In Fig. 4.35, we present combined results of network transmission rate,

delay and network tolerable death level in different (both uniform and non-uniform

clustering) clustering configurations withN = 16 RFDs. The purpose of this figure

is to show the unavoidable trade-offs to deal with in order to guarantee a specific

performance level. All network configurations considered in Subsection3.4.2 are

considered as well in Fig. 4.35.

In Fig. 4.35 (a), the delay is shown as a function of both network tolerable death

level and network transmission rate. In addition, on theχnet−S plane the contour

curves are shown. The shape of the 3D surface is similar to a skewed half-tube: in

fact, there is a peak (in terms of delay), with maximum value in correspondence

to χnet = 20 % andS= 6000 b/s. This means that the 1-cluster configuration leads

to the highest delay. In an application where a low delay is required, the acceptable
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Figure 4.35: Performance evaluation in a scenario withN = 16 RFDs and various

uniform and non-uniform clustering configurations; (a) delay as a function of network

transmission rate andχnet, (b) network transmission rate as a function of delay and

χnet, and (c)χnet as a function of network transmission rate and delay. The considered

packet generation rate isg = 2 pck/s.

configurations are either the ones with no relay or the ones with many relays (i.e., high

clustering level). In the former case the network transmission rate is high, asshown

in Fig. 4.25 (a) and Fig. 4.25 (b); in the latter case, instead, the network transmission

rate is limited by the presence of the relays.

In Fig. 4.35 (b), the network transmission rate is shown as a function ofχnet

andD. From the results in this figure it is evident that the network transmission rate
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reduces as the number of relays in the network increases. In particular,for each con-

figuration and for specific values ofχnet andD, there exists a maximum achievable

network transmission rate and a suitable network configuration which guarantees the

best performance. For a specific value of the network transmission rate,there exists

at least a pair of values ofD and χnet—and, therefore, a specific pair of network

configurations—in correspondence to which the required network performance is

met. In Fig. 4.35 (c),χnet is shown as a function of the network transmission rate

and the delay. As in the previous figures as well, in this figure, it can be seen that,

for a fixed value ofχnet, there exists a configuration that guarantees the best trade-off

between network transmission rate and delay.

Summarizing, one can conclude that:

• the best network configuration is always without any intermediate relay;

• in clustering configurations where there is at least one RFD directly connected

to the AP, the network transmission rate is higher than in fully clustered con-

figurations; the previous conclusion does not hold in terms of delay, evenif

acceptable values of delay are obtained;

• both the network transmission rate and the delay are decreasing functionsof the

number of relays in the network: therefore, in the presence of a high clustering

level both the network transmission rate and the delay are low, whereas in the

presence of a low clustering level the opposite holds.

In Fig. 4.36, the same results of Fig. 4.35 are presented in scenarios withN = 64

RFDs. The considerations, carried out for scenarios withN = 16 RFDs, are still valid,

the only difference between the two network configurations being the factthat the

network transmission rate and the delay in the scenario withN = 64 RFDs are higher

than in the scenario withN = 16 RFDs. As before, the most important observation is

that the network performance trend is strictly related to the number of relays inthe

network.
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Figure 4.36: Performance evaluation in a scenario withN = 64 RFDs and various

uniform and non-uniform clustering configurations; (a) delay as a function of network

transmission rate andχnet, (b) network transmission rate as a function of delay and

χnet, and (c)χnet as a function of network transmission rate and delay. The considered

packet generation rate isg = 2 pck/s.

4.5.7 A Simple Analytical Model for the Zigbee Performance Surface

In this subsection, we provide a simple approach for deriving a closed-form approx-

imation of the multidimensional network performance surface introduced in Subsec-

tion 4.5.6. The derivation of an analytical expression for this surface is very useful,

since simulation results may be difficult to obtain, especially in the case of large-scale
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Figure 4.37: Performance evaluation in a scenario with (a)N = 16 RFDs and (b)

N = 64 RFDs. Both the realistic surface (transparent) and its approximation (filled)

are shown.

Zigbee WSNs.

We propose a simple fitting model of the simulation results with a pre-determined

function of two variableŝD = D̂(S,χnet). In particular, the considered fitting function

can be expressed as

D̂ = α1 f1(S,χnet)+α2 (4.1)

where the values ofα1 andα2 are obtained through the minimization of the mean

square error (MSE) between simulation and analytical data. An expression for f1 is

provided in Subsection 4.5.8, where the details of its derivation are also aregiven.

In Fig. 4.37, the “true” Zigbee performance surface (the transparentone) and its

analytical approximation (the filled one) are compared in scenarios with (a)N = 16

RFDs and (b)N = 64 RFDs, respectively. As one can observe, for both considered

scenarios the heuristically derived surfaces approximate well the real surfaces. Ho-

wever, some differences between the true surfaces and their approximations can be

observed, and this is due to the non-Gaussian shape of the true surface, which is

instead more irregular. In Table 4.5, the optimized values ofα1 andα2, and the cor-

responding delay minimum mean square error (MMSE) are shown, in scenarios with

N = 16 andN = 64 sensors, respectively. More precisely, the normalized MMSE is
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Table 4.5: Coefficients of the linear combination in (4.1) and correspondingnormal-

ized MMSEs in the cases withN = 16 andN = 64, respectively.
N = 16 N = 64

α1 0.154 0.128

α2 0.015 0.0028

MMSE 1.53% 39%

computed as

MMSE =
|D− D̂|2
|D|2

where the notation|xxx| stands for the norm ofxxx. From the results in Table 4.5, the

reader should observe that the normalized MMSE is small in scenarios withN =

16, whereas it becomes larger in scenarios withN = 64. Therefore, the proposed

approximation needs to be refined for large-scale WSNs.

The derivation of an accurate approximation for the Zigbee surface allows to sim-

plify the analysis and design of WSNs. In particular, we are currently working on the

derivation of a general analytical model for the coefficients in (4.1), in order to have

an accurate approximation of the performance surface for a generic value of N. Our

simple analytical model could also help in analyzing the network behavior in dynam-

ical scenarios, where the network configuration (e.g., the clustering structure) may

change due to sensors’ failures or in order to prolong the WSN lifetime [80]. Finally,

through a better understanding of the properties of the multidimensional network

performance surface, one could design the WSN in order to maintain a given per-

formance level, and this goal could be achieved by properly “moving” the operating

point on the surface.

4.5.8 Analytical Approximation of the Performance Surfaces

In order to derive an analytical model of the three-dimensional surfaces depicted in

Fig. 4.35, we first extract an equation which describes the “peak” (in terms of delay)

of the half tube. Since the maximum of each surface corresponds to the configuration
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with 1 cluster and 1 relay, we first obtain an expression for the 1-cluster projec-

tion curve on theS− χnet plane. The approximating curve, for the case withN = 64

RFDs,6 is

S= a2 ·χb2
net+c2 , g(χnet) (4.2)

wherea1, b1, c1, andd1 are proper constants whose values are obtained by minimiz-

ing the MSE with respect to simulation-based points.

The same procedure has been repeated to approximate the shape of the projection

of the “peak” on theD− χnet plane. The fitting expression is similar to (4.2) and has

the following form:

D = a1 ·eb1·χnet +c1 ·ed1·χnet , ℓ(χnet) (4.3)

wherea2, b2, andc2 are other suitable constants obtained with the MMSE-based

approach used for (4.2).

Finally, we have approximated theD−S curve obtained over the section of the

surface by fixing the value of the tolerable network death level. From our analysis, it

comes out that the best approximating function, for each value ofχnet, is a Gaussian

function with varying (optimized) variance. Therefore, the final expression for f1 is

f1(S,χnet) = ℓ(χnet) ·exp

{
−
[

S−g(χnet)

c(χnet)

]2
}

whereℓ(χnet) andg(χnet) are, respectively, given by (4.2) and (4.3), andc(χnet) is a

proper function which characterizes the standard deviation of the Gaussian approxi-

mation and can be expressed as

c(χnet) = p1χ2
net+ p2χnet+ p3. (4.4)

By using the Curve Fitting Toolbox of Matlab, all the coefficients involved in

(4.2), (4.3), and (4.4) have been computed with a confidence interval equal to 95%.

The obtained values are shown in Table 4.6.

6Similar considerations can be carried out also for the case withN = 16 RFDs.
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Table 4.6: Coefficients used for the computation of the approximating functionin the

case withN = 16 andN = 64, respectively.
N = 16 N = 64

a1 -0.002132 -0.004571

b1 0.03209 0.03423

c1 0.1355 0.1585

d1 -0.001969 0.002149

a2 -0.001302 −2.943×10−12

b2 3.187 7.579

c2 6256 8887

p1 -0.03429 -0.09405

p2 -7.48 6.577

p3 1576 1119

4.6 Concluding Remarks

In this chapter, we have first provided a quick overview of the Opnet simulator. Then,

we have presented the performance results for (i) the WSN-based target detection

system, (ii) the adjacency-based power allocation strategy, and (iii) the clustered net-

works with and without data fusion. In each case, we have highlighted the importance

of the use of an “smartly” configured network. For such a reason, in each case we have

provided for some insights which helps in the optimal tuning of the nodes/network

parameters, especially according to given performance requirements.



Chapter 5

RFID-Controlled Zigbee Networks

5.1 Introduction

In this chapter, we focus on the integration between two different technologies in or-

der to obtain a two layers network [88]. One of the two layers will act as “control”

of the other layer, which will be used to exchange data. Since nodes may beposi-

tioned in non-easily accessible places, a high energy efficiency is required in order to

maximize the network lifetime and minimize the maintenance costs.

A simple and straightforward solution to maximize the network lifetime consists

in turning off all nodes which are not needed, e.g., when the node spatialdensity is

higher than that required to satisfy the sensing requirements. In such a case, selec-

tive (and cyclic) use of the sensing nodes allows to extend the network lifetime, still

guaranteeing an acceptable performance level. A possible solution is based on the

use an RFID network to control a Zigbee data network, in order to dynamically and

cyclically put into a “deep sleep” state nodes with low battery energies.

The structure of this chapter is the following. In Section 5.2, we provide foran

overview of the RFID technology. In Section 5.3, we introduce the considered system

model and the slotted model of the IEEE 802.15.4 Opnet model. Then, we analyze

the proposed approaches to extend the network lifetime. In Section 5.4, we present

the performance results related to the use of integrated networks. Finally, Section 5.5



146 Chapter 5. RFID-Controlled Zigbee Networks

concludes this paper.

5.2 RFID Technology

The RFID technology specifies two different devices: (i) thereader and (ii) the

transponderor tag. The tag is an electronic device that stores data useful for identifi-

cation and is placed on the object to be tracked. On the opposite, the readeris the de-

vice used to interrogate the tags. The tags can be classified into three main categories,

according to the power source they are equipped with: (i)active, (ii) semi-passive, and

(iii) passive[46]. The active tags, in order to respond to the interrogation of the reader,

use their own internal batteries for processing operations and signal transmission. The

semi-passive tags, instead, use their batteries only to power the internal processor and

not to broadcast the return signal. Finally, the passive tags, being not equipped with

batteries, exploit the energy of the received signal to respond to the reader (backscat-

tering technique). Obviously, the tags with longer lifetime (virtually infinite) are the

passive ones, whereas the active tags have the longest transmission range. Once the

reader has interrogated a tag and this has replied correctly without incurring into col-

lisions with other tags (proper anti-collision mechanisms are used [89]), the reader

sends anacknowledgmentmessage to the tag to confirm correct message reception.

The functionalities provided by the RFID technology are mainly related to error-

free communication between reader and tags (bidirectional), identification and com-

munication with multiple tags, selection of a target set of tags, lock of data stored

in the tags, and writing and overwriting operations in the tags. The communication

from the reader to the tags, according to the backscattering technique, is realized

through amplitude modulation of the interrogation signal. On the other hand, after

the transmission of the interrogation signal, the reader emits a constant-powersig-

nal which allows the tags to respond to the former signal through a load modulation

technique [46]. The reader receives data from the tags as a variation of the reflection

of the constant-power signal.

When the reader interrogates a set of tags, these may respond immediately, lead-

ing to a collision. One of the most important standards for the RFID technologyis the



5.3. Hybrid Zigbee-RFID Networks 147

ISO/IEC 18000-6 standard [90]. This standard defines a referencemodel for identifi-

cation systems which operate in the range of Ultra High Frequencies (UHF).In par-

ticular, this standard regulates RFID systems in the frequency band around 868 MHz

in Europe. The 18000-6 standard defines two different transmission types: (i) type

A and (ii) type B. Both transmission types make use of a rate equal to 40 kbps and

use a binary phase modulation. The difference between these two transmission types

resides in the medium access control (MAC) protocol. If a collision is detected by the

reader, the Type A tags retransmit the interrogation request according tothe Aloha

MAC protocol [91]. According to this protocol, a tag transmits as soon as a packet is

generated and it assumes that a collision has happened if an acknowledgment mes-

sage is not received after a given period of time. Type B tags, instead, use the Binary

Tree Protocol (BTP) [89] as anti-collision mechanism. The idea of the BTP isthat,

upon a collision, the set of tags is divided into two subsets: one set tries to retrans-

mit their messages immediately, whereas the other set waits till a new interrogation

request is generated by the reader. Eventually, only one tag will retransmit, and its

identity (or any other stored information) will be successfully acquired by the reader.

This recursive procedure is then repeated, under the constraint thatthe already censed

tags do not respond to the interrogation signal.

5.3 Hybrid Zigbee-RFID Networks

5.3.1 System Model

Our system model consists of a network whereN nodes are deployed to monitor

a particular phenomenon of interest. Under the assumption that a minimum spatial

density of observations is required, i.e., a minimum numberNmin of RFDs needs to

be used to monitor a given surface (with areaA) of interest, and that the numberN of

deployed RFDs is larger thanNmin, our approach consists in implementing aselective

wake-upof the RFDs. More precisely, our strategy consists in selectively turning on

and off the RFDs in order to equalize the energy consumption of the nodes inthe

network. In order to maximize the network lifetime, as soon as the residual energy

of an active RFD becomes lower than a fixed thresholdEth, the RFD is switched into
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Figure 5.1: Network scenario withN = 14 nodes, out of which andNmin = 9 are

active andN−Nmin = 5 have been turned off by the deep sleep algorithm.

the sleep state. At the same time, one of the remainingN−Nmin RFDs (previously

switched off) is woken up, so that an overall minimum spatial density of observa-

tions of the phenomenon of interest is guaranteed. This procedure is referred to as

deep sleep algorithm. An illustrative example of the status, at a given time, of a net-

work where the deep sleep algorithm is used, is shown in Figure 5.1. We point out

that the RFDs are only switched into the sleep state, instead of being turned off, in

order to prevent them from losing synchronization with the coordinator and the other

RFDs in the network. In fact, according to the Zigbee standard, the network joining

operations performed when an RFD is turned on introduce a delay longer than the

length of the wake up operations, since the RFD must wait for a new beaconin order

to synchronize with the network before starting its transmission. On the opposite, the

RFDs in the sleep state switch to the active state only when a beacon transmissionis

scheduled and subsequently, if not required, return into the sleep state without los-

ing their synchronization with the network. The goal of the deep sleep algorithm is

energy equalization among the RFDs, so that the residual energies of the RFDs are
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balanced. When an RFD is in the sleep state, in fact, its energy consumption is four

orders of magnitude lower than in the active state [92,93].

5.3.2 Integrated Opnet Structure

Our hybrid Zigbee-RFID model is based on an IEEE 802.15.4 Opnet modeldevel-

oped at the University of Porto, Portugal [94] and on an RFID Opnet model developed

at the University of Parma, Italy [95]. The IEEE 802.15.4 model is beaconed in or-

der to synchronize the nodes in the network and save energy. In addition, this model

contains a battery module which is used to evaluate the energy consumption of the

devices.1 On the other side, the Opnet RFID model implements the ISO/IEC 18000-

6 standard, considering faded wireless channels. Since the Zigbee andRFID models

are disjoint, we have developed a hybrid Opnet Zigbee-RFID model where the sub-

components communicate and cooperate.2 Obviously, the beaconing mechanism is

modified in order to take into account also the RFDs which are not transmitting dur-

ing a frame. Note that in our system the BTP (embedded in the ISO/IEC 18000-6

standard) is not used, since the RFID tags are used only as switches forthe (Zig-

bee) RFDs and do not need to be identified. In Figure 5.2 (a), the logical scheme

of the integrated Zigbee-RFID network is shown. More precisely, the RFID network

lays on top of the Zigbee network. In our hybrid system, the information is trans-

ferred through the IEEE 802.15.4 (logical) network which is, in turn, controlled by

the RFID network. In Figure 5.2 (b), instead, we show the integrated devices used

in our network: theintegrated AP, which is obtained from the combination of an

RFID reader and a Zigbee coordinator; andintegrated node, which is obtained from

the combination of an RFID tag and a Zigbee RFD. We point out that the integrated

node is battery powered, whereas the integrated AP is supposed to be connected to

the electrical system, so that battery exhaustion is not an issue for the latter,but only

for the former.

1We remark that the energy consumption values considered in this model are typical of MICAz

devices [92].
2We point out that the realization of an experimental prototype physically connecting a Zigbee RFD

with an RFID tag is currently under study.
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Figure 5.2: Logical scheme of the integrated network: (a) the Zigbee and RFID net-

works are combined together; (b) the integrated nodes and AP are obtained from the

integration of Zigbee and RFID devices.

5.3.3 Deep Sleep Algorithm

We now describe the basic functionalities of an hybrid Zigbee-RFID network. When

an RFD is in the sleep state and is selected by the coordinator, the associated RFID tag

receives the signaling message from the reader (through the logical RFID network)

and switches on its RFD, which enters into the active state and starts communicat-

ing (through the logical Zigbee network). Similarly, when an RFD is active and its

residual energy becomes lower than a threshold value, the RFD communicates it to

the Zigbee coordinator. The coordinator informs its associated RFID reader, which,

by sending a proper message to the tag, forces the selected RFD into the sleep state.

Since the deep sleep algorithm is managed by the coordinator of the Zigbee network,

the active RFDs embed their residual energies inside the data packets sentto the co-

ordinator. In this way, the coordinator is constantly aware of the residualenergy of

each active RFD. On the other hand, since an RFD in the sleep state does not transmit

any packet, the coordinator also uses an estimation algorithm to predict the energy

consumed by an RFD during the sleep state.
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Figure 5.3: Initial steps of the deep sleep algorithm for selective wake-upof remote

nodes: (A)Nmin out ofN RFDs are selected by the AP; (B) the selected RFDs are no-

tified through the associated RFID tags; (C) the activated RFDs start communicating.

We now describe the main steps of the deep sleep algorithm through illustrative

diagrams. Figure 5.3 refers to the operations involved when the network is started.

All the RFDs are equipped with identical batteries and we refer to the initial energy

level as 100%. At the network start-up, onlyNmin RFDs are turned on, whereas the

remainingN−Nmin nodes are turned into the sleep state. The integrated AP creates a

census table, where information about the position, the residual energy, and the status

of each RFD is stored. In our simulations, we assume that the position of eachRFD

is preliminarily available at the integrated AP, whereas the entry of the censustable

relative to the residual energy of an RFD is updated as soon as a packet(containing

this information) is received from the node. If an RFD is in the sleep state, its residual
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Figure 5.4: Steps of the replacement of an active node with residual energy under

threshold and a sleeping node with higher residual energy: (A) the AP identifies an

RFD with low residual energy; (B) a sleeping node with high residual energy is turned

on and (C) the selected active RFD with low residual energy is turned off;(D) the set

of active nodes communicate.

energy value is estimated by the AP before scheduling the transmission of a new

beacon.

As soon as an RFD is turned on, its residual energyEr reduces and, consequently,

its value in the census table is updated. The evolution of the network according to

the deep sleep algorithm is illustrated in Figure 5.4. When the energy of an RFD

becomes lower than an initial thresholdE(0)
th , the integrated AP forces the RFD into

the sleep state through its associated RFID tag. At the same time, the integrated AP

forces one of the sleeping nodes with higher residual energy to wake up. This proce-

dure is repeated until there are no more RFDs with residual energies higher thanE(0)
th .
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Figure 5.5: Network scenario withN = 27 nodes, out of which andNmin = 19 are

active andN−Nmin = 8 have been turned off by the deep sleep algorithm. The mon-

itored surface is not divided into cells..

At this point, the threshold value of the residual energy is decreased of apre-defined

energy stepEs. More precisely, the new energy threshold is set toE(1)
th = E(0)

th −Es.

This procedure is repeated until the energy threshold is so low that data communica-

tions in the Zigbee logical network are no longer possible.3 At this point, as soon as

the minimum spatial density of observations is no longer guaranteed, the network is

declared dead and the simulation stops. More details on the energy consumption at

the nodes will be given in Subsection 5.4.1.

In general,N integrated nodes could be deployed randomly over a given surface.

As an illustrative scenario, in Figure 5.5N = 27 nodes are deployed randomly over

a square surface. The integrated AP is placed in the center of the monitored surface,

whereas theN = 27 integrated nodes are deployed according to a 2-D Poisson distri-

bution.

3Denoting bynfin the final updating step,E(nfin)
th = E(0)

th −nfin ·Es is too low to support communica-

tion in the Zigbee network. The value ofnfin depends on the specific parameters of the Zigbee network.
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5.3.4 Deep Sleep Algorithm with Virtual Spatial Grid

While the deep sleep algorithm takes into account theoverallobservation spatial den-

sity (considering the total number of nodes deployed over the entire network surface),

in several applications it might be of interest to monitorhomogeneouslythe network

surface, i.e., to guarantee an approximately constantlocal observation spatial density

across the surface. In order to do this, we follow an approach based on the use of a

virtual spatial gridover the network.

If the monitored area is virtually partitioned into observation cells (with a local

minimum required node spatial density per cell), then the “standard” deep sleep al-

gorithm can no longer be applied, since it could lead to turn off all nodes ofthe same

cell. However, there might be scenarios where particularly critical phenomena need

to be observed with high accuracy over the entire monitored surface. In Figure 5.6,

an illustrative example of the network in Figure 5.5 with an overlaid virtual spatial

grid is shown. As one can see, different cells may contain different numbers of nodes.

In the following, we will denote the cells where there is only one integrated node as

secondary, whereas the cells with more than one integrated node will be denoted as

primary. In the presence of a virtual spatial grid, the deep sleep algorithm is applied

in each primary cell, where the observations are redundant. In the secondary cells, no

deep sleep algorithm is applied, since the integrated nodes cannot be turned off. The

cells with no node are not relevant for monitoring purposes.

The network is declared dead as soon as all the RFDs of one of the primary

cells die. This criterion comes from the assumption that primary cells are assumed to

be associated with critical zones of the phenomenon under observation, whereas the

secondary cells may be associated with less critical zones. Thus, when a primary cell

contains no more RFD, we assume that the observations are no longer reliable and

the network is declared dead. We remark that our approach is valid also in scenarios

whereN > Nmin, but it is more effective in scenarios whereN ≫ Nmin.
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Figure 5.6: Network scenario withN = 27 nodes, out of which andNmin = 19 are

active andN−Nmin = 8 have been turned off by the deep sleep algorithm. The mon-

itored surface is divided into cells and only one node per cell is active, according to

the spatial grid procedure.

5.4 Performance Analysis

The simulations have been carried out considering networks withN = 40 nodes de-

ployed over a square surface with 6 m long sides. In all cases, the RFDssend packets

directly to the integrated AP, i.e., all network realizations have star topologies.The

packet interarrival timeTint is either fixed to 0.25 s or Poisson-distributed with ave-

rage value equal to 0.25 s. The considered packet length isL = 200 bit/pck. We

assume that the network is dead when the energy level of all RFDs becomes80% of

the initial value. Each performance simulation result is the average of the results ob-

tained considering 6 realizations of the network topology (according to a 2-D Poisson

distribution).

Before starting the simulation-based performance analysis of hybrid Zigbee-

RFID networks using the deep sleep algorithm, we provide the reader with some
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details about the energy consumed by each integrated node. The average residual

energy4 at a generic instantt can be expressed as follows:

Er(t) = Ei −Ec(t) (5.1)

whereEi is the initial energy of a node andEc(t) is the energy consumed at the instant

t. In particular,

Ec(t) = Ec_TX(t)+Ec_RX(t)+Ec_idle(t)+Ec_sleep(t)

where:

Ec_TX(t) = λ ·Ec_TX_1_pck· t = KTX · t
Ec_RX(t) = λ · (N−1) ·Ec_RX_1_pck· t = KRX · t

Ec_sleep(t) ≃ Ec_sleep_1_s·
∆tpassivezone

∆tsuperframe
· t = Ksleep· t

Ec_idle(t) ≃ Ec_idle_1_s·
∆tactivezone

∆tsuperframe
·

·
[
t −∆tTX_1_pck·λ · t −∆tRX_1_pck·λ · (N−1) · t

]

= Kidle · t

λ is the packet transmission rate5; Ec_TX_1_pck and Ec_RX_1_pck are the energies

consumed per packet transmission and reception acts, respectively;Ec_sleep_1_sand

Ec_idle_1_sare the energies consumed during one second of persistence in the sleep

and idle states, respectively; and∆tactivezone, ∆tpassivezone, and∆tsuperframeare the dura-

tions of the active zone, the passive zone, and the superframe, respectively. Therefore,

we can approximateEc(t) as

Ec(t) ≃
[
KTX +KRX +Ksleep+Kidle

]
· t = Ktot · t (5.2)

4The residual energyEr(t) is the exact, not only the average, residual energy in the case of Poisson-

distributed packet generation.
5In the case of constant packet interarrival timeTint, λ = 1/Tint = 4 pck/s, whereas in the case of

Poisson-distributed packet generation,λ = 4 pck/s is theaveragepacket transmission rate.
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Using (5.2) into (5.1), the residual energy at timet can be rewritten as

Er(t) ≃ Ei −Ktot · t . (5.3)

The final expression (5.3) for the residual energy is obtained under the assumption

of no use of the deep sleep algorithm. However, if the deep sleep algorithm isused,

only the values ofKsleepandKidle change, but the linear dependence ofEr from t still

holds, as will be shown in the following.

5.4.1 Deep Sleep Algorithm

In Figure 5.7, we evaluate the impact of the energy stepEs on the average (over the

integrated nodes) residual energy in three different scenarios, consideringN = 40

nodes in all cases: (i) withNmin = 40 (i.e., the deep sleep algorithm is not used),

(ii) with Nmin = 30, and (iii) withNmin = 25. The packet generation rate is constant

where packet interarrival time equal to 0.25 s is used. Observing the curves related

to the scenarios with the deep sleep algorithm, it can be noted that the performance

for a given value ofNmin does not depend onEs. This is to be expected, provided

that the energy step is sufficiently smaller than the initial energy. In fact, when the

deep sleep algorithm is used,Nmin nodes are active at a time, and the value ofEs

determines only the rate at which nodes get activated and deactivated. Inparticular,

the following considerations can be carried out.

• If Es is very small, then the energy levels of the nodes are equalized in a very

fine way. However, this implies that nodes will cycle between on and off states

very often, i.e., the integrated AP will spend energy in sending control mes-

sages and in the processing required to track the network topology changes.

• On the other hand, ifEs is not too small, then energy equalization is “rougher”

but the integrated AP will spend less energy in network management opera-

tions. Since energy consumption is typically not an issue for the integrated AP,

“finer” energy equalization should be chosen.
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Figure 5.7: Average residual energy as a function of the days of simulation, in sce-

nario withN = 40 nodes. Various values (25, 30, 40) ofNmin are considered for the

application of the deep sleep algorithm. In the case withNmin < N, various values of

the energy step are used.

To summarize, the network behavior of a hybrid Zigbee-RFID network using the

deep sleep algorithm is very similar to a “standard” Zigbee network withNmin RFDs,

regardless of the value ofEs.

In Figure 5.8, the average residual energy is shown as a function of thenumber

of days of simulation, for various values of the numberNmin of active RFDs. We

have considered onlyEs = 1% because, as shown in Figure 5.7, the average residual

energy is independent ofEs. Observing the curves in Figure 5.8, one can conclude

that:

• the smallerNmin, the higher the energy saving, regardless of the simulation

duration;

• the performance of the network without the deep sleep algorithm (i.e., the sce-
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Figure 5.8: Average residual energy, as a function ofNmin, considering various values

for the number of days of simulation. In all cases,N = 40.

nario withNmin = 40) is the worst.

According to the deep sleep algorithm, in fact, whenNmin is small, there is a large

number of RFDs in the sleep state, and the energy consumption (averaged over all

RFDs in the network) is, therefore, low. On the opposite, whenNmin is large or, as a

limiting case, the deep sleep algorithm is not used (N = Nmin), there is a large number

of RFDs active in the network, and the energy consumption is high.

In Figure 5.9, the average residual energy is shown as a function of thenumber

of days of simulations, considering constant and Poisson packet generation distribu-

tions. As mentioned at the beginning of this section, the packet generation rate is

λ = 4 pck/s—this is theaveragepacket generation rate with Poisson distribution.

As one can see from results in Figure 5.9, the average residual energyis a linearly

decreasing function of the timeregardlessof the packet generation distribution. Ho-

wever, for a given value ofNmin, it can be observed that a Poisson distributed packet
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Figure 5.9: Average residual energy, as a function of the number of days of simula-

tion, for various packet generation distributions: (i) constant and (ii) Poisson. In all

cases,N = 40, whereasNmin is set to either 25 or 40.

generation leads to a performance degradation with respect to the case withconstant

packet generation, and this degradation is more pronounced the larger isNmin. This

is due to the higher traffic generated with the Poisson distribution. Each active node

receives all the packets transmitted in the network and processes only those with a

destination address equal to its own address. On the other hand, when a node is in the

sleep state, no packet is received and energy is preserved.

Finally, we point out that, also with Poisson-distributed packet generation,diffe-

rent values of the energy stepEs do not influence the observed performance.

5.4.2 Impact of the Virtual Spatial Grid

In this section, we present performance results in scenarios where a virtual spatial

grid is considered and the deep sleep algorithm is applied locally, as described in
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Figure 5.10: Average cells coverage with and without the virtual spatial grid. In all

cases, the deep sleep algorithm is used (Nmin = 25) andN = 40.

Subsection 5.3.4. The same network topology of Subsection 5.4.1 is considered and

the monitored surface is divided into 36 1 m2 cells. We remark that, according to our

algorithm, in the secondary cells the nodes are turned on according to the traditional

superframe structure. In the primary cells, where the deep sleep algorithmis applied

cell by cell, instead, there is at least one active node per cell, whereas the other nodes

of the cell are cyclically switched into the sleep state.

We have considered different network configurations and we have compared the

results in the presence of the virtual spatial grid with those of scenarios without it.

For different types of networks, we have considered the same networktopology real-

izations, in order to make the comparison fair.

In Figure 5.10, we present the average number of active cells guaranteed by the

two different node management mechanisms. On average, using the different topolo-

gies considered in our simulation framework, the virtual spatial grid procedure gua-
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Figure 5.11: Average energy consumption with energy step equal to 1% ofthe initial

energy level. The number of nodes isN = 40. The deep sleep algorithm is applied

consideringNmin = 20, Nmin = 25, respectively. The performance with the virtual

spatial grid is also shown.

rantees the coverage of 24 cells, whereas a scenario without virtual spatial grid pro-

cedure leads to an average of 17 active cells. As one can see, the average number of

active cells remains constant over the simulation: this is due to the fact that in both

cases the battery energy is not depleted.

In Figure 5.11 the average energy consumption performance is shown asa func-

tion of the number of simulation days, considering scenarios without the deepsleep

algorithm (Nmin = 40), with the deep sleep algorithm without virtual spatial grid

(Nmin = 20, or Nmin = 25), and with the virtual spatial grid. The curves presented

in this figure are obtained in a scenario withEs = 1%, because we have experienced

that, as in the case with deep sleep algorithm, the energy step has no impact on the

performance of networks with the virtual spatial grid. The energy consumption of a

traditional Zigbee network is larger than that of networks with deep sleep algorithm
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both with and without virtual spatial grid. In particular, in scenarios wherethe virtual

spatial grid is applied, on average there are 24 active nodes, and the average residual

energy trend is similar to that of the network with deep sleep algorithm and without

virtual spatial grid withNmin = 25.

5.5 Conclusions

We have shown an approach to integrate Zigbee and RFID networks in order to cre-

ate an energy-efficient network which allows to selectively turn on and off the remote

nodes. Therefore, we have considered a deep sleep algorithm which selects the nodes

to be activated according to their residual energy, so that the energy consumption of

the nodes in the network is equalized. Finally, we have introduced a procedure which

selects the integrated nodes to be activated according not only to their residual en-

ergy, but also to their spatial positions. This selection is based on the introduction

of a virtual spatial grid over the network surface, andlocal application of the deep

sleep algorithm. For the configurations without virtual spatial grid, we haveevaluated

through the Opnet simulator the average residual energy performance asa function

of Nmin, Es, highlighting the energy saving guaranteed by the hybrid Zigbee-RFID

network. For the configurations with virtual spatial grid, instead, we haveanalyzed

both the area effectively monitored by the sensor network and the energyconsump-

tion. In this case, the virtual spatial grid not only provides the same area coverage

than traditional Zigbee networks, but also allows to extend the network lifetime.This

solution, which should be applied in scenarios where local observation spatial density

is relevant, could be adopted in order to create a very energy-efficientwireless sensor

network based on totally passive components with addressing capabilities.





Chapter 6

Concluding Remarks and Future

Work

In this thesis, we have investigated how to optimally tune the parameters of the nodes

of a Wireless Sensor Network (WSN) in order to maximize its performance, possibly

satisfying some given constraints. In particular, four different optimization directions

have been considered.

First, we have addressed the problem of engineering energy-efficient target de-

tection applications using WSNs. In particular, we have proposed an engineering

toolbox which consists of a set of models for describing the probability of missed

detection, the alert transmission latency, and the energy consumption underthe as-

sumption of random node deployment. By leveraging on this toolbox, we havethen

characterized the trade-offs faced by the WSNs with respect to energyconsumption

and quality of service, in terms of detection capabilities and latency. Finally, wehave

illustrated the use of the toolbox to optimally configure a given WSN under a variety

of quality of service requirements. As such, the engineered toolkit givesthe possi-

bility to an operator to set up efficiently an unattended WSN for a wide range of

scenarios like counting applications with poor latency requirements (e.g., counting

animals in a given area using passive infra-red sensing), as well as live monitoring

applications with a strong latency and mediumPmd requirements (e.g., tracking emer-
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gency or panic situations in public subway, using audio sensing).

We have presented an optimized transmit power allocation strategy which allows

to minimize the Packet Error Rate (PER) at the Access Point (AP) of a WSN. First of

all, we have derived a simplified analytical model which describes the performance

of a Zigbee WSN, in terms of PER and delay, under the assumption of low offered

traffic load. Then, we have presented the proposed transmit power control frame-

work, developed under the assumption of finite overall network transmit power. In

particular, we have shown that the performance basically depends on thenumber of

ones in the adjacency matrix: this number represents the active connectionsbetween

the nodes and is thus an index of the network connectedness. Our analytical model

has been validated through the use of the Opnet simulator, underlying the impact, on

relevant network performance indicators (PER, network transmission rate, delay, and

network lifetime), of the sparsity index of the adjacency matrix, the offered traffic

load, and the transmit power allocation strategy. In particular, we have verified that

the proposed transmit power control approach, by maximizing the sparsity index of

the adjacency matrix, allows to minimize the PER for a given total network transmit

power, without reducing the lifetime of the network.

We have then analyzed, first through Opnet-based simulations, the performance

of Zigbee WSNs, using physical (probability of decision error at the AP)and network

layer (network transmission rateS, throughput, aggregate throughput, and delayD)

performance indicators. In non-clustered scenarios, the presence of a large number

of transmitting RFDs has a positive effect on the probability of decision error perfor-

mance, at the price of throughput and delay performance degradation.The probabi-

lity of decision error can be improved by using ACK messages: in fact, the number

of packet losses reduces (i.e., the throughput increases) and the AP can make a final

decision on the basis of a larger number of observations. This further improvement

is obtained at the expense of a higher delay. We have also analyzed the performance

of Zigbee networks in clustered configurations with and without data fusion. In the

presence of uniform clustering, our simulation-based results confirm thetheoretical

predictions (valid for generic distributed detection schemes) obtained in [81]: for a

given number of RFDs, the probability of decision error remains the same regard-
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less of the clusters’ common dimension. On the other hand, the more unbalanced the

clustering configuration (e.g., one large cluster and remaining smaller clusters), the

higher the probability of decision error. In addition, through a simulation-based anal-

ysis of the impact of the network tolerable death levelχnet, it appears that the best

network configuration is always the one without any relay node. Finally, we have

drawn a few simple guidelines for the design of clustered Zigbee wireless sensor net-

works. A three-dimensional analytical characterization of the network performance

in terms ofD, S, andχnet, shows that the network operating point lays over a charac-

teristic surface. Given the number of nodes and the required performance level, one

can identify, over this surface, the network configuration which guarantees the best

trade-off.

Finally, we have proposed an approach to integrate Zigbee and Radio Frequency

IDentification (RFID) networks in order to create an energy-efficient radio-controlled

WSN for selectively turning on and off the remote nodes. In particular, wehave pro-

posed a deep sleep algorithm which selects the nodes to be activated according to

their residual energies, so that the energy consumption of the nodes in thenetwork is

equalized. Then, we have introduced a procedure which selects the integrated nodes

to be activated according not only to their residual energy, but also to their spatial

positions. This selection is based on the introduction of a virtual spatial grid over the

network surface, andlocal application of the deep sleep algorithm. For the configura-

tions without virtual spatial grid, we have evaluated, through the Opnet simulator, the

average residual energy performance as a function of the minimum numberof nodes

which remain active (Nmin) and the energy step (Es) used for the equalization, high-

lighting the energy saving guaranteed by the hybrid Zigbee-RFID network. For the

configurations with virtual spatial grid, instead, we have analyzed both thearea effec-

tively monitored by the sensor network and the energy consumption. In this case, the

virtual spatial grid not only provides the same area coverage than traditional Zigbee

networks, but also allows to extend the network lifetime. This solution, which should

be applied in scenarios where local observation spatial density is relevant, could be

adopted in order to create a very energy-efficient WSN based on totally passive com-

ponents with addressing capabilities.
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